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General Information

Important information on Federated Login

What is Federated Login? — Federated Login enables your client’s users to use a single authentication
token to access their Pll Protect portal synced with their Microsoft 365, Okta, or Google accounts.

Why Federated Login? — This feature will allow you to control client passwords and any additional
authentication methods at the Microsoft 365, Okta, and Google level, making passwords more secure
and easier to manage. Additional benefits include: One less password for employees to remember
meaning fewer resets and lockouts, unified password policies, and ability to enforce Multi-Factor
Authentication (MFA).

Which clients can use Federated Login? — Any client in any product can use Federated Login. The client
would need to have either a Microsoft 365, Okta, or Google G-Suite account.

Important information on Native MFA

For clients that do not have the ability to turn on Federated Login, our native MFA features will help
secure accounts. This feature is simple to activate, and the verification process is simple for users on
their Authenticator application.
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Federated Login Information

Let’s Get Started!

The Federated Login setup process will differ based on Microsoft 365, Okta, or Google that the
client is using.

Microsoft 365: If the client you are configuring Federated Login for is using Microsoft 365, please
begin on page 5.

Okta: If the client is using Okta, please begin on page 14.

Google: If the client you are configuring Federated Login for is using Google, there are no initial

configuration steps. Please begin at page 26. Federated Login for Google can be quickly enabled

for the client within the PIl Protect portal, upon the user’s next login to the PIl Protect portal they
will be prompted to enter their Google credentials via the Google interface.
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Enabling Native Multi-Factor Authentication (MFA)
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https://portal.pii-protect.com/#/login

Enabling Native Multi-Factor Authentication (MFA)

Client Verification Process with MFA

Verify
Client MFA is now enabled! Upon the next |

Setup your Authenticator app
login for users within this Client, a verification 1. Launch Authenticato tap the** icon
page will be shown. Users should open their 2 Groose sean = barcode

Authenticator Application to add PIl Protect as
a new account. A scannable QR code will be
presented and once scanned will provide a
unique passcode to enter back on the PII

Protect portal verification page. -
= Authenticator
1
For future login attempts, after entering (2 R
their email address and password, users e
can retrieve their passcode within their
Authenticator app. Note: Native MFA provides additional
security protections, but Federated Login
options generally provide a more preferred
security solution.
A £ =
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Configuring Federated Login Within the PIl Protect
Portal — Microsoft 365
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https://portal.pii-protect.com/#/login

Configuring Federated Login Within the PIl Protect
Portal — Microsoft 365

Configure Federated Login Settings

4. At the bottom of the screen for

Federated Logon - Add Provider Federated Logon, Se|eCt ”0365”

o~ Prowvidare 4

0365

p— 5. You will need a Metadata URL that

Okta will become available when set up in

the Azure Admin Center.

6. Note that the “Application ID URL”

g ¢ and “Redirect URL” are filled in. You
— will be using these URLs in the next
0365 y Metadata URL enabled [ii] Delete X

6 © Azure steps so keep this page open.

Application |D URL Redirect URL

T TR cegrie ap um-ena i 1 NI AR |_D L B el AT s R W e et | e ] |_D

7. Access the Azure Admin
environment for this client account.
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Configuring Settings in the Azure Admin Center

Setup in Azure Active Directory Admin Center
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8. Select “Azure Active Directory”
9. Select “App Registrations”
10. Select “New registration”
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Configuring Settings in the Azure Admin Center

Setup in Azure Active Directory Admin Center

Dasnwosd > NN
Register an application

11. Enter name for application (example “prod- 1 _—
portaln) it;::;tp;%r?mamhrmapwﬂmmﬂmmwmm &
12. Return to your Pll Protect portal page and

Supported account types

locate the Redirect URL. Click the “Copy” e ———

@ Accounts n thes organgational deectony only [Ertegrateon Ing only - Singie tinant)

burton . (O Accounts in any crganizationsl dwectony [Any Azure AD directony « Multitenant)

i (O Accounts in any organizational directony (Any AZure AD directory - Multiterant) and personsl Microsoft accounts (8.5, Skype. Xbox)
13. Return to the Azure Admin Center and O rscrat Mcroech scciunds ovly
paste this URL into the “Redirect URL” section. S

14. Click “Register” Redirect URI (optionai

W' B rtum the buthenbeaton responde to this UR after sucoessfully suthentcatng the wier. Provdng thel nom o optional and 4 can be
changed later. but @ value i required for modl authentication Kenanos

Web w | |_hupu.fmhprpwlh1mmmu-'mpwl.pc-m
Federated Logon - Add Provider 1 3
(~ Providers Y
0365 - Metadata URL o enabled [i] Delete 1 2
~ Appication ID URL % Redirect URL
ST ETE e cogeide af el 1 PATIAELAR |_D PR ) e e s B s ] o VD s 0 o rD

By proceeding, you agree to the Microwoft Platform Policies of
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Configuring Settings in the Azure Admin Center

Setup in Azure Active Directory Admin Center

® Delete & endpoints B Preview features

e Got 3 second? We wowid love your feedbiack on Micrasoft identty platiorm (previously Azure AD for developer). =

15. Click “Add an Application ID URI”  ~cema

16. Click “Set” LRS-

Directory (tenant) ID

Supported accouw My organizabon only
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17. Return to your Pll Protect portal

page and locate the Application ID URL.  © viconets e s mpovestop epssatons Loskin o ew s s hanged o regitatonsfegu? ew o
Click the “Copy” button.
pastooars > [ sroc-sorsi
18. Return to the Azure Admin Center & Prod-portal | Expose an API 2
and paste this URL into the “Set the App — 1 ——

B Owerview
Applcation ID URI (D5et

” . & Quickstart
I D U R L se Ctl on. # Integration assistant sco| | Set the App ID URI 1 8

Manage Defir Application ID URI o parts of ths

1 9 . C | i C k Ilsa Ve’, e ulﬂ!-l!'ll)‘.’Cﬂ‘{Ognl"iiiplui‘l‘-‘lﬂ'IA\"FgFGIVIl B

B eranding
Addi &5 and define app roles assignable to application

|
D Authentication type Discard |
Certificates & secrets b e l

Federated Logon - Add Provider ! 1ok P "
loken configuration

Scopes Wheo can consent Admin condent display .. User consent display na...  State
Providers F AP permissions No scopes have been defined
0365 . Metadata URL 1 7 [ e [ Delete b Expose an API
Application ID URL Rediract URL B App roles | Préveew
Fi o oA EoqEte B um-esal 1 WA JLAT o R BTSRRI Iy W Y TE— Authonzed client applications
Authorizing a chent application indicates that the AP1 trusts the apphcation and users should not be atieed to content when the client calls
| Roles and administrators | Preview this APL

B Manifest

~upport = Troubleshooting

Client 1d Scopes
& Troubleshooting

No chient apphcations have been Juthenized
& New support request
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Configuring Settings in the Azure Admin Center

Setup in Azure Active Directory Admin Center

Dashboard _ prod-portal

i prod-portal | Token configuration #

T Got feedback?
B Ovenvew Optiona! claims
& Quickstan

A" Integration assistant
T Add optional claim

Manage

B pranding

Claim *
D Authentication
Mo results.

Cortificates & tocrets
2 O I Token configuration
T
& Expose an AP
& App roles | Preview
B owners
o Roles and agministrators | Preview
B ranifest
Support = Troubleshooting
g? Troubleshoating

& New support request

20. Select “Token configuration”
21. Select “Add optional claim”
22. Select “SAML”

2 1 Opticnal claims are used to configure additional information which & réturned in one or more tokens. Leam more (]

Add optional claim X

Once a Woken type i selected, you may choose from a kit of avalable optional ¢lasms.

T Add groups claim () accpss

Description
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Configuring Settings in the Azure Admin Center

Setup in Azure Active Directory Admin Center

Add optional claim X
o 4
23. Select “email
Some of these claims (email) require Openid Connect scopes to be configured through

24 CI |C k ”Add” the API permissions page or by checking the box below. Learn more

2 5 B 7um on the Microsoft Graph email permission (required for claims to appear in token).

26 m Cancel
permission (required for claims to appear in token)” i

25. Select “Turn on the Microsoft Graph email

“ ” @® samL
26. Click “Add
(®] claim * Description
D acct User's account status in tenant
2 3 B email The addressable email for this user, if the user has one
D upn An identifier for the user that can be used with the usema...

24 m Cancel [ i
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Configuring Settings in the Azure Admin Center

Setup in Azure Active Directory Admin Center

Dashboard _
@ prod-portal

Search (Cil+
27 B Overview
& Quickstart

" ntegration &sistant

Manage

| ] Branding

D Authentication
Certificates & secrets

M token configuraton

4 AP permiisions

& Expote an AP

& app roles | Preview

I Ownen

s Rodes and acministraton | Preview

W randfest

Support =+ Troubleshaoting

&2 Troubleshoating

& New suppor request

27. Select “Overview”

28. Select “Endpoints”

28

o, & e

= 2
® Delete | &F Endpoints | Bl Preview featured

@ Gt o second? We woutd love your ferdback on Micraseh identity platform (previgusly Azure AD

. Essentials

o Welcome 1o the new and improved App registrations. Looking to leam how it's changed from Agy

rectory Authen
rary (MSAL) and N

29

o Starting hurw 30 0 we will »
wpdates. Appihc nd will need 10 be upgraded to Microscft Authentical

Call APIs

ore powerful apps with nich user and busingss data
rosoft serices and your Cwn SoOmpany’s dats

3
View APl permissions

Cimam i iimmrs ion L maimeiban

29. Copy link under “Federation metadata document”
30. Return to the Pll Protect Portal for the final steps.

Endpoints X

Cauth 2.0 authorization endpaint (v2

https:/Noginmicrosoftontne.com/ I ootz /v 2.0 /authonze u!
Cauth 2.0 token endpeint (v2)

https/fognmicrossfenlne.com I . th2/v2.0/token 0
Cauth 2.0 authorzation endgeint (v1)

https/Noginmicrosoftontine.com I o 2 suthorze D
Oauth 2.0 token endpoint (v1)

hittpa/fogmmicrosoftonine.com, I - uth: toksn D
OpeniD Connect metadats document

httpe/fognmicretoftonine com/ NN 2.0 well-known/openid -configuration 0
Mucrosoft Graph API endpount

hitp//graphmicrosoft.com D

Federation metadata document

W5-Federation sign-on endpoint

| hitpsiogn microscttonine com D

SAML-P sign-on endpoint
itps//loginmicrosottonine con >

SAML-P ugn-out endpoint

hitps:/flogn microtofionlne.com/ I D
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Configuring Federated Login Within the PIl Protect
Portal

Configure Federated Login Settings

Federated Logon - Add Provider

Providers

0365

Application ID URL

urn:amazon:cognito:sp:us-east-1_YFgFOiYir rD

31

Metadata URL

D enabled [i] Delete

Redirect URL

https://auth.pii-protect.com/saml2/idprespor rD

r Microsoft

Permissions requested

This application is not published by Microsoft.

This app would like to;

36

s Sign you in and read your profile

| | Consent onBehall of your organizaticn

Acoepting these penmissions maard that you sllow the app to uze
your diata a6 spechied in their terms of senice and prvacy
staternent ¥ou can chan;e Thaa parmEiEDnG at

httpsyYmyapps macrosolt.com. Show detals

Does this app look suspicous? Feport it here 3 7

Cancel

32

31. Paste in the “Metadata URL” you’ve copied from the Azure
Admin Center.
32. Click the “Save” button

Important! If Using Microsoft 365, you need to provide consent
for the Federated Login application to be enforced across the

account

34. Log out of the Portal and log back into the Portal with a user

account that is registered within the client that Federated Login

was configured for

35. A “Permissions requested” notification should appear from
Microsoft

36. Select/Check the option for “Consent on behalf of your
organization”

37. Click the “Accept” button

You’'re All Set!
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Configuring Federated Login Within the PIl Protect
Portal - Okta

‘ Your Logo Here
= Add Filter + Create
Wendy Smallfoot f"\
Edit prafile Mame 4 Branding Consulting Insurance RA Users Breaches ESS Active New Ul
ABC Worldwide —~
0 © X
whp CEy R Product: Unlimited Cybersecurity Training e
Charitable Electronics oy
My Compan )
Y pany Product: Unlimited Cybersecurity Training 0 - X
Manage Clients Dunder Mifflin Infinity o
Product: Unlimited Cybersecurity Training 0 = X
Partner Profile Hermey's Dentistry 0 (@] »

Product: Unlimited Cybersecurity Training

here. Manage Clients

Information

Patty's Cakes
‘ Your Logo Here 3

Information

Wendy Smalifoot

Edit profile m
Current Information
My Dashboard

“
_EL My Company

Manage Clients

Partner Profile

Options



https://portal.pii-protect.com/#/login
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Configuring Federated Login Within the PIl Protect
Portal

Configure Federated Login Settings

4. At the bottom of the screen for

Federated Logon - Add Provider Federated Logon, Se|eCt HOkta”
0365 )
So0e 5. You will need a Metadata URL that
Okta 4 will become available when set up in

the Azure Admin Center.

6. Note that the “Application ID URL”

MramrmneE o and “Redirect URL” are filled in. You
Providers will be using these URLs in the next
6 Okta - Metadata URL O enabled Dalote A, Download Certificate )
E— — Azure steps so keep this page open.
S L A R B TR |_D 0 T G R AT N |_D

7. Access the Azure Admin

environment for this client account.
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Configuring Settings in the Okta Admin Center

Setup in Okta Admin Center

ag n = @
°ktq Rt 00 okta-dev-28802779
Dashboard e
Directary v 2 Applications @ Heip
8 Applications ~

Your plan provides a limited number of custom apps.

Applications See the plan page for more information. Upgrade to the Enterprise Plan to get more apps and more menthly active users, Upgrade

Self Service 9
Create App Integration Browse App Catalog [ Assign Users to App ] [ More

Security ~ 7
S
Workflow o Search
o i STATUS @ Okta Admin Console
S M ACTIVE 0
INACTIVE 7 @ Okta Browser Plugin

Okta Dashboard

8. Within the Okta Admin view Select “Applications” from the left panel then “Applications”
9. Select “Create App Integration”
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Configuring Settings in the Okta Admin Center

Setup in Okta Admin Center

Create a new app integration

Sign-on method OIDC - OpenlID Connect
Token-based OAuth 2.0 authentication for Single Sign-On (S50) through AP|

endpoints. Recommended if you intend to build a custor app integration with

Learn More 3

the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific 850 method. Use if your application doesn’t support QIDC or
SAML.

APl Services
Interact with Okta APls using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

11

10. Within the pop-up window, select “SAML 2.0”
11. Click the “Next” button
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Configuring Settings in the Okta Admin Center

Setup in Okta Admin Center

# Create SAML Integration

o General Settings

1  General Settings

1 2 App name | portal |
App logo (optional) @ @
—
App visibility Do not display application icon to users
Do not display application icon in the Okta Mobile app
Cancel h‘uxt 1 3

12. In the General Settings, for the “App name” type “Portal”
13. Click the “Next” button
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Configuring Settings in the Okta Admin Center

Setup in Okta Admin Center

Federated Logon - Add Provider

Provigers

Okta - Metadata URL 16 @ v [ Dolete 14 L
[Rapication 1D URL [Redirect URL
L L R N A KT T A TR R L NRLY A e [E

#Create SAML Integration

General Settings o Configure SAML Feedback

A SAML Settings
What does this form do?

General This form generates the XML needed

1 5 for the app's SAML request.
Single signon URL @

https://auth.pii-protect.com/sam|2/idpresponse

Where do | find the info this form

Use this for Recipient URL and Destination URL fiaadE?

[ Allow this app to request other SSO URLs The app you're trying to integrate with
1 7 should have its own documentation on
Audience URI (SP Entity ID) @ using SAML. You'll need to find that

doc, and it should outline what

urn:amazon:cognito:sp:us-east-1_YFgFOiYir

information you need to specify in this
form.

Default RelayState @

If no value is set, a blank RelayState is sent
Okta Certificate

Name ID format @ Import the Okta certificate to your

Identity Provider if required.

Unspecified ¥

Application usernate. @

14. Return to your Pll Protect portal page
and locate the Redirect URL. Click the
“Copy” button.

15. Back in your Okta Admin Center, in the
Single sign on URL section, paste the
Redirect URL you’ve copied.

16. Return to your Pll Protect portal page
and locate the Application ID URL. Click
the “Copy” button.

17. Back in your Okta Admin Center, in the
Audience URL section, past the
Application ID URL you’ve copied.
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Configuring Settings in the Okta Admin Center

Setup in Okta Admin Center

Federated Logon - Add Provider

Providers

DOkta

Appiication |D URL

A e R g e e T e ik

19

20
22

Assartion Signature @

B Delste

ect URL
I'ﬁ o T e e ¢ rﬁ

Hide Advanced Settings

Signed v
Signature Algorithm @ RSA-SHA256

Digest Algorithm @ SHAZEE
Assartion Encryption @ Unencrypted

Enable Single Logout @ Allow application to initiate Single Logout
Single Logout URL @ https:fauth.pii-protect.com/sami2/logout
5P lssuer @ e e o g e e Yl P

Signature Certificate @

Upload Certificate

18. Click the “Show Advanced Settings”

19. In the Enable Single Logout, check the box
to “Allow application to initiate Single Logout”.

20. Copy and paste (or type out) this URL in the
Single Logout URL:
https://auth.pii-protect.com/saml2/logout

21. Return to your PIl Protect portal page and
locate the Application ID URL. Click the “Copy”
button.

22. Back in your Okta Admin Center, in the SP
Issuer section, paste the copied URL
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Configuring Settings in the Okta Admin Center

Setup in Okta Admin Center

23. In your PIl Protect Portal, locate the

Federated Logon - Add Provider 23 “Download Certificate” button. Download
_ and save this file on your device
Okta - Metadata URL O enabled Dolete &, Download Certificate
Appication ID URL Redirect UIRL
B L P N Bl e R AR I_D T e R e g R I_D

24. In the Signature Certificate section, click
“Browse” to upload your Cognito certificate
you just downloaded and saved. Click the

Single Logout URL @ https://auth.pii-protect.com/sam|2/logout “ U p | Oa d Ce rti ﬁ Ca teH b u ttO N

SPlssuer @ urn:amazon:cognito:sp:us-east-1_YFgFOiYir

24 Signature Certificate @
Browse

24 Upload Certificate
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Configuring Settings in the Okta Admin Center

Setup in Okta Admin Center

Attribute Statements (optional) 2 7 LEARN MORE
2 5 MName Name format 2 6 Value
(optional)
fclaims/emailaddress Unspecified v user.email

| Add Another I

Group Attribute Statements (optional)

MName Name format Filter
(optional)
‘ Unspecified v Starts with

Add Another

B  Preview the SAML assertion generated from the information above

<> Preview the SAML Assertion [}

This shows you the XML that will be used in the assertion - use it to verify the info you entered above

oud 28

25. In the Attribute Statements section, copy
and paste (or type out) this URL in the Name
section:
http://schemas.xmlsoap.org/ws/2005/05/ide
ntity/claims/emailaddress

26. Keep the Name Format as Unspecified.
27. In the Value section, copy and paste (or
type out) this:

user.email

28. Scroll down and click the “Next” button.
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Configuring Settings in the Okta Admin Center

Setup in Okta Admin Center

#iCreate SAML Integration

General Settings Configure SAML

3  Help Okta Support understand how you configured this application

29

Are you a customer or partner? o I'm an Okta customer adding an internal app
() I'm a software vendor, I'd like to integrate my app with
Okta

s

n The optional questions below assist Okta Support in understanding your app integration.

App type @ |_| This isan internal app that we have created

Contact app vendor It's required to contact the vendor to enable SAML

Did you find SAML docs for this app?

o Feedback

Why are you asking me this?

This form provides Okta Support with
useful background information about
your app. Thank you for your help—we
appreciate it.

Enter any links here

Any tips or additional comments? ]}

Placeholder text

Previous

B 30

29. When asked if you are a customer or
partner, select “I'm an Okta customer
adding an internal app

30. Scroll down and click the “Finish”
button.
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Configuring Settings in the Okta Admin Center

Setup in Okta Admin Center

Settings Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an application.

Some sign-on methods require additional configuration in the 3™ party application.

Application username is determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay State

SAML 2.0 is not configured until you complete the setup instructions.

View Setup Instructions

31

Identity Provider matadata ic sunilahla (£ thie annlicatine cupports dynamic configuration.
Upen Link In rew Tab

Open Link in New Window
Credentials Details Open Link in New Private Window

Bookmark Link
Application username format Save Link As...

Save |ink to Pocket 3 1
Password reveal Gﬂﬁﬂiﬁ‘ y see their password

Search Gonnle for “ldentibe Proaid " |

31. In Settings, right-click on the “ldentity
Provider metadata” and select “Copy Link”.

32. Continue to the next page for the final
steps of configuration within the PIl Protect
Portal.
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Configuring Federated Login Within the PIl Protect
Portal

Configure Federated Login Settings

33. Return to your Pl Protect portal page,

Federated Logon - Add Provider 3 3
paste in the “Metadata URL” you’ve copied
Providers .
oxta . S J @ oo & pse from the Azure Admin Center.
Application 1D URL L
LT SR R o S e BT LA [ ripa:]-arprslauk a1 smasancognincan [ 34. Click the “Save” button

34

You’'re All Set!
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Configuring Federated Login Within the PIl Protect
Portal - Google
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https://portal.pii-protect.com/#/login
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Configuring Federated Login Within the PIl Protect
Portal

Configure Federated Login Settings

Federated Logon - Add Provider

Providers

Google ) D enabled T[] Delete

5

4. At the bottom of the “Information” tab, in the “Federated Logon” section, select “Google”. Ensure that the “enabled” flag is

turned on.
5. Click the “Save” button
You’'re All Set!

Upon the user’s next login to the PIl Protect portal they will be prompted to enter their

Google credentials via the Google interface.
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Questions? Comments? Want a 1-on-1 onboarding
with our Support team?

Email: support@telesystem.us
Phone: (888) 808 — 6111
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