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User Management

Resources
e BSN Program Overview * Find product-specific how-to guides in the
* In-Portal Purchasing & Billing Partner Resources page!
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User Management Overview

Adding, updating, deleting, and deactivating users in the PII/PHI Protect portal can be done manually, by .csv file, by Azure Active
Directory (Azure AD), or with our On-Prem solution.

General User Management — page 5
A quick overview of the basic user options including ad-hoc user creation, editing a user, and creating Tags.

Azure Active Directory Synchronization — setup starts on page 10 or page 20 — see below
Azure AD allows you to simply manage your Pll Protect users for your Azure clients. Choose between Classic setup and Simple Setup.

Simple Setup - *Recommended Classic Azure AD Sync
This syncing feature will take away all your syncing pain points. For Partners without access to a Global Admin account within
Quickly access your client's directory, verify counts and groups, then their client’s tenant, Classic Azure AD Sync will be your best
sync users within minutes. No more long waiting for initial syncs, no option. Powershell script options will be provided but initial
more Powershells, no more headaches! syncs will take up to 4 hours. No instant verification of set up is
available.
Requirement: You must have a Global Admin account in the tenant
you are syncing. Begin on Page 10 For this set up process, begin on Page 20

On-Premise Ac ive Directory via our NEW Ac ive Directory Monitor and Sync Agent —setup starts on page 32
If you have clients that are using On-Premise, you can utilize Active Directory along with our new Active Directory Monitor and Sync solution to
sync with the Security Awareness Training portal and simplify user management for your clients!

G-Suite Directory Synchronization — setup starts on page 42

G-Suite Directory Sync allows you to simply manage your Pll Protect users for your G-Suite clients.

Bulk User Management via CSV Upload — setup starts on page 56
If you’d prefer to manage users manually, we provide a .csv that is available for adding, updating, or deactivating users inside the PII/PHI portal.

If you have any questions, please feel free to contact us at support@telesystem.us
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General User Management — Creating a New User

We've made it easy for Partners to quickly add users on-the-fly. Though setting up synchronization tools are more beneficial for

automation, ad-hoc user creation can help for smaller clients or trialing users.

Adding a New User

Bk Beagesy 1 © @ PN Protect
Dashboard Information Notification Products Access Directory Sync Policies Documents SRA SRA Report Dark Web TrainingR >

Q T Add Filter + New User + New Tag
2 r5up — Access

G T ESS Data Polici Level Stat Email
Role Login a9 Breaches alicies D_I::;C atus Bounce IEI

O Name T Email

O = = i

Create New User

Group Role * 4 = - - .

Personal Info

1. To add a new user, within your desired client, click the “Users” tab

First name * Last name *

2. To add a new user, click the “New User” button

Phone number Cell number

B 1 ; = +1

3. A modal will appear with options to create a new user.

Access Information
4. Group Role: Select the user’s access level by role.

Email * Confirmed email
Employee: Basic access to interact with trainings and read-only

Password * Verify password

document access

0 Send welcome message

Manager: Full access to manage company account, employees, view
cance reports, add/edit documents etc.
Manager Admin: Manager level access plus the ability to schedule

and send phishing campaigns
Continued...
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General User Management — Creating a New User

We’ve made it easy for Partners to quickly add users on-the-fly. Though setting up synchronization tools are more beneficial for
automation, ad-hoc user creation can help for smaller clients or trialing users.

Adding a New User

5. Tag: (optional) Select a pre-set tag for this user (for

Create New User

information on tag creation, see page 7)

Sl RO . . 6. First/Last name: required

7. Phone numbers: (optional) enter their work and/or

Personal Info

cell phone numbers

ﬁrst name * Last name *

8. Email: (required) this will be how the user accesses

7Ph0ne number Cell number

41 , = 41 their account with. Must be a valid email.

9. Password: Password must be at least 6 characters in

Access Information

8

length. *Not required if “Send welcome message” is

Email * Confirmed email

enabled (see below)

Besswora Al g 10. Send welcome message: If enabled, a welcome email

o NI will be sent to user’s email once created. No password

would be set upon creation screen, user would set their

Cancel

own password via the welcome message.
11. Click “Add User” button when ready

Note: If synchronization methods (Azure, On-Prem, Google) are enabled, creating users manually via this

method will result in an error. The user should be set up via the appropriate sync method instructions.
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General User Management — Adding Tags

Tags are an easy way to position users into groups to help with more accurate reporting and tracking. Tags can be set up within the

“User” tab or can be created using any other synchronization method (Azure, On-Prem, Google, CSV)

Adding Tags

Pk g Pearamy © @ PlProtect
Dashboard Information Motification Products Access Directory Sync Users Policies Documents SRA SRA Report Dark Web Training R >
Q ¥ Add Filter m + New Tag
Email
O .
Name 1 Email Create Tag X Bounce IE-,
0 O Name 4~ Created Modified
5 [ Finance
O ) .
HuUmMan Resources
O Product
O
1-30f 3 ltems 25 T Iitems per page 1
O

Cancel

1. To create or manage tags, navigate to the “Users” section for the client, select “New Tag”.

2. A modal will appear where existing tags will appear, and new tags can be entered or managed.
3. To add a new tag, type your desired tag name in the “Enter a tag” textbox.

4. Click “Add Tag”.

5. The new tag should appear in the list below.

6. Users can be assigned tags when created individually or after creation by editing the user(s).
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General User Management — Editing a User

After a user is created, their account details can be edited. Note: If certain directory sync or federated login options are enabled,
some fields may not be editable within the PII Protect portal.

Editi Existing U
iting an Existing User i
Heads s W e Edit User X
Dashboard Information Notification Products Access Directory Syne Users Policies Docume
3(; roup Role * Tag
First nama* Last name*
; Group Last Data
m} Name Email Role N Login Tag ESS Breaches P Junior Piere
Piere,
o Junior Jane@gmail.com 1 MA 03/10/2022 330 0 Email Address * Phone number
1 Jane@gmail.com B +1
i Mobile Number
I Extension B +1
H N o" 124 . N
1. To edit an employee, in the “Users” section, select/click
Password Verify password o

the user you are editing.

. . . . Acknowledge Policies
2. A modal will appear with existing user data. e 4
3. You can edit the Role, Tag, First/Last name, Email — 5
Address, Phone’ and Password. a Authorized for Company Positive Opt-in for Micro-Training/Monthly Newsletter

4. Acknowledge Policies: If slider is on (green) the user has ‘2’“""“‘“‘-‘"“"”"“‘“’””“‘“*’" \ 6
Receive weekly training and monthly newsletter emails

acknowledged the provided policies and procedures. You

may check or uncheck these here. e ([

5. Messages: Here you can authorize this user (only for _ _
o . ) Note: Passwords must now meet certain complexity
managers) for company positive opt-in for the weekly Micro

. : : requirements. Passwords are measured compared to their
Trainings. See this guide for reference.

6. Enable individual level access for weekly Micro Training overall crackability. If your password is rated as too risky,

emails to be sent to the user. try adding an additional word or additional characters.
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General User Management— Editing a User

After a user is created, their account details can be edited. Note: If certain directory sync or federated login options are enabled,
some fields may not be editable within the PII Protect portal.

Editing an Existing User

7. Additional options may be available for users within

Edit User X
YOUR MSP’s tenant including; o
8. Billing — Enables user to access billing tab of portal e
9. Marketing Material — Enables user to access Partner .
Resource Kit o
10. Payment Information — Enables the user to edit P — Ll
payment information — ”;j”e;‘:";:'
11. Tax Exempt — Enables user to access the Sales Tax -
additonal Access
Exemptions tab D vire || @D veretnometersl | | () Peyment ntomation | | () Texereme
A 10 11
12. Click the “Save” button to save any edits made QB sy O ot

Messages

o Authorized for Company Positive Opt-in for Micro-Training/Menthly Newsletter

Note: If synchronization methods (Azure, On-Prem,

Weekly Training and Monthly Newsletters

Google) are enabled’ ediﬁng users manua”y Via this o Receive weekly training and monthly newsletter emails
method may result in an error for certain fields. The user =2
should be edited via the appropriate sync method

instructions.
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General User Management— Editing a User

After a user is created, their account details can be edited. Note: If certain directory sync or federated login options are enabled,

some fields may not be editable within the PII Protect portal.

User Actions

1. Actions can be performed on any or multiple users. Use
the checkbox options to select the user(s) you wish to
perform the action on.

* Activating a User * Resetting a Password

* Inactivating a User * Deleting a User

 Sending a Welcome * And Resetting a
Message Deleted User

e Clearing a Bounced Email Resetting MFA*
Tip: Using the “select all” checkbox at the top of the
table will only select all the users on the current
page. Performing an action for all users would need
to be done on a page-by-page basis.

Tip: If native MFA is enabled, and user has issues

accessing the portal, use the “Reset MFA” action.

Bob's Burgers

Information ~ Motification ~ Products  Access  Directory Sync

O Name

= Grace, William

Email

© @ Pll Protect

Users  DarkWeb  Trainini

-1

@ Active

& Inactive

£ Clear Bounce Email
& Reset Password

& Delete

&g Reset MFA
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Azure Act ve Directory Sync — Simple Setup

e Active Directory admin center

All services

2 T — T Refresh = Columns
[ ] .
. The following
. Azure Active Directory £+ General HAME GROUR TYPE MEMBERSHIP TYPE
e B poeer pered two groups MUST be created:
:

& Enterprise applications mddiaccountspayable Distributian Assigned

ACTIVITY

B Audtl SIT Clinic Attendant Group Distribution Assigned

SIT Clinic Primary Distribution Assigned

TROUBLESHOOTING + SUPPORT ﬂ
H Sve SIT Group 01 Distribution Assigned s
X e BSN-Employees:
Weka Admin Team Distribution Assigned e
MNew support request .

Weka Email Alert Team Distribution Assigned

Weka Sales Acct Team Distribution Assigned ™

BSN-Managers:

Note:
Important:



Azure Active Directory Sync — Simple Setup

Azure Active Directory admin center

All services < Gr‘DUp

% FAVORITES * Group type

B:| Dashboard

4 Azure Active Directory | BSN-Employees

sa Users

@ Enterprise applications

0 members selected

[Securiy ]

* Group name @

Group description @

[ Prr-protect standard users |

* Membership type @

| ~]
Members @ 5

2

Important:

Select members

Select member or invite an external user @

sync
sync2@trustsecurenow.com

Selected members:

Remove

Remove

Remave

BSN-Employees

Group Type:
Group Name:
Group Description:

Note:
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Azure Active Directory Sync Setup — Simple Setup

Our Azure Active Directory Synchronization feature allows you to manage users inside the PIl/PHI Protect portal with ease. Add,

Modify, or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Setup in Microsoft 365 Admin Center

4. Create the BSN-Managers group with

the following parameters:

Group Type: Security

g - Group Name: BSN-Managers
9| @ == Group Description: PII/PHI Protect
vt I\/Ianager Role

—— 5. Assign users to the group. All managers
will also have an employee account.

Optional Group: BSN-PartnerAdmins

v I
7 I
e e o i e:
H |
& |
3 |
B |

Group Type: Security

U

Group Name: BSN-PartnerAdmins
Group Description: PII/PHI Protect
I Partner Administrator Role

e This user has the highest level of access

Optional Group: Add the BSN-ManagerAdmins group to give select managers 2nd will have all administrative

the ability to manage phishing campaigns as well as the bulk manage user . .
y 8ep & Palg 8 functions for all accounts within your

functionality. Standard manager accounts do NOT have this functionality. vortal. This group is to ONLY be used
Follow steps 2 - 3 using Group Name: BSN-ManagerAdmins and Group

for your company’s internal Security
Description: PlI/PHI Protect Manager Admin Role

Awareness Training (SAT) account
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Azure Active Directory Sync — Simple Setup

Our Azure Active Directory Synchronization feature allows you to manage users inside the Pl1lI/PHI Protect portal with ease. Add,

Modify, or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Setup in Microsoft 365 Admin Center

6. Optional: Create Tag Groups.

Azure Active Directory admin center i) [_ﬂ el ? ()
Dashboard > Code After Dark LLC > Groups - All groups > New Group Add members %

Tags are used for creating specific groups,

New Group

Select member or invite an external user @
[ [search by name or email address

typically to separate users by department, to

‘ AAD Request Verification Service - PROD

*
BSN-TAG-| utive Team v

- —
Group description @

(e e oy 4 - phishing emails to, or to simplify tracking in

create groups you’d like to send specific

‘ App Studio for Microsoft Teams t h e p O rta | .

> ‘ Azure Media Service

Selected members:

Group Type: Security

No members selected

. Group Name: BSN-TAG-tagname

*tagname will be the tag you want the users
associated with.

Example: BSN-TAG-Executive Team, BSN-TAG-

Finance, etc.

Group Description: Optional field if you would
Important: For those using On-Premise along with Azure Sync to synchronize  |ike to add details on the tag you created.

with the free tier or Azure AD: Nested group memberships are not supported 7. Assign users to the group.

for group-based assignment at this time. 8. Click “Create”.
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Azure Active Directory Sync — Simple Setup

Our Azure Active Directory Synchronization feature allows you to manage users inside the PI1lI/PHI Protect portal with ease. Add,

Modify, or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Configuration in the PIl Protect Portal — Simple Setup

‘ Your Logo Here
= Add Filter + Create
Wendy Smallfoot p—
Edit profile Name Branding Consulting Insurance RA Users Breaches ESS Active New Ul
ABC Worldwide
7 Lk oeliiat Product: Unlimited Cybersecurity Training 0 @ X
= Charitable Electronics
Zl My Company
- b L Product: Unlimited Cybersecurity Training g @ X
*- Manage Clients DU”derMifﬂi_” Infinity ) - 0 @ »
Product: Unlimited Cybersecurity Training
L, Partner Profile Hermey's Dentistry q @ %

Product: Unlimited Cybersecurity Training

9. Login as a Partner Administrator to the Pll-Protect portal here. Once logged in select “Manage Clients” to access
your client list (above).

10. Select the client you want to sync with Azure Active Directory.
11

11. Select the “Directory -
Dap n Products Access Directory Sync Users Policies Documents SRA SRA Report Dark Web Training Reports
Sync” tab Please Select
CSV Bulk Upload 12
12. Use the Sync Type drop- —
Azure Active Directory c, Enable
down selector to select On Premise Active Directory

o 3 . )) Qi
Azure ACtlve DlreCtory Google G-Suite Use as Portal Logon _
. . «~ Authorize Directory Access
User Principal Name
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https://portal.pii-protect.com/#/login

Azure Active Directory Sync — Simple Setup

Our Azure Active Directory Synchronization feature allows you to manage users inside the PII/PHI Protect portal with ease. Add,
Modify, or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Configuration in the PIl Protect Portal — Simple Setup

Dashboard Information Motification Products Access Directory Sync Users Policies Documents SRA SRA Report Dark Web Training Reports
— Sync Type
o 13
o Enable 14
ot Vertfied.. Enable Manual Setup 15
Please Select

— + Authorize Directory Access

13. For Simple Setup, click the “Enable” button to
begin (not the “Enable Manual Setup” button) BE \jicrosoft
14. Select which option you would like to use as Portal

Pick an account 16
Logon. We highly recommend “Email”

15. When ready, select the “Authorize Directory |E| e
Access” button |
16. You will be taken to the Microsoft sign on page.

You MUST select/sign in with an account that is Global

—I— Use another account

Admin within the client’s tenant
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Azure Active Directory Sync — Simple Setup

Our Azure Active Directory Synchronization feature allows you to manage users inside the PII/PHI Protect portal with ease. Add,
Modify, or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Configuration in the PIl Protect Portal — Simple Setup

17. After signing into your Global Admin account within B Microsoft
the tenant, you will be requested to accept the —
permissions required for this sync ﬁ'“{:ﬁﬂl I"Hﬂl-lﬂﬂﬂilmﬁ
. L . eview for your organ on
18. Review the permissions then click “Accept” y roa
19. A verification process will occur quickly to ensure . pe——
that your account has the required access This: app woukd B fo:
w o age N and remd L peodile
v Read al users' utlpoties

Foad ol groups

dATaTiatan) el PedYRESROTeS: TS That yiOu! iflorr This app £
e o il 3 epecdied iy thalr tenrs of serace and prvacy
piatorwnt The pulbdskar has not provided Enka to thedr terms
o yad N rarviewr, Yoau Can ERange thede SrTesaions at

e STrrARE MaGniea il COm. B (elas

Do 1ok S50 sl Bt Flosjooe? 1 Form 18
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Azure Active Directory Sync — Simple Setup

Our Azure Active Directory Synchronization feature allows you to manage users inside the PII/PHI Protect portal with ease. Add,
Modify, or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Configuration in the PIl Protect Portal — Simple Setup

Dazhboard Information Notification Products ACCasE Directory Syne Users Policies Documents SRA SHA Report Training Réports Track

20 Anadye
SRS @D enotie
venlbod Sctmnally | {5} Enabls Manual Setve
P senc weicome Messages P s custom message ) Welcome Back Message
" Authorize Wﬁtwy‘hmm#
Verify Setup

We need 1o verify the information to set up and continue Sync Azure

20. If successful, a “Verified Successfully!” notification will appear below the Azure Active Directory sync
type

21. Before Authorizing Directory Access, we recommend configuring your Welcome Message options.
More information on this is available in the next page.
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Azure Active Directory Sync — Simple Setup

Setup Application Authentication with Azure AD on the client Azure AD Sync Settings Page. You will be required to run a Powershell

Script and access Azure AD for the client you’ll be configuring Application Authentication for.

Configure Messaging & Notification

Products  Access  DirectorySyne  Users  Policies  Documents SRA  SRAReport  TrainingReporis  Track

o Enable
Vet Succaataly! (&) Enable Manual Setvm

23 24

a Use custom message

QP sendeicome Messages

) Welcome Back Message

vy seup Customize message

We need to verify the information to & 2 6

o Defer sending of welcome message
‘Welcome message How many hours?

Hours - 1 =

" Autharize Directory Access

X
(==

27

Before link text

Normal % SansSeif ¢ B I U & 1 « == x, x* A K ¢ H

pasting the URL into your browser. 2 7

After link text

Normal : Sans Serif  $ B I US " o == X, X A E @ @

test123 2/5

Welcome to our brand-new Awesome Cybersecurity Awareness Program! We have all seen the news about the latest, most destructive data breaches. We've
decided it's time to take proactive steps in ensuring you have the know-how to defend not only yourself from these threats but our business as well. We are
rolling out engaging Security Awareness Training to help us reach our goals. The first step is to set your password in the portal by clicking the button below or

Our cybersecurity culture depends on all of us to work together. We ask that you take the time to complete the initial registration and take the security awareness
training course. This can be completed in 45 minutes and can be stopped and started at any time. If you have any questions, please contact our support center.

[7] Save Draft

Cancel v Publish

Welcome Message: Email sent to new users added to the platform

Welcome Back Message: Email sent to reactivated users

22. You can configure how these welcome
messages are sent to users during the sync.
23. “Send Welcome Messages” will send the
welcome message to newly added
employees during the sync.

24. “Use Custom Message” will enable
welcome messages to be customized.
Without this option checked, the standard
messages will be sent based off the Global
Messages in the Partner Profile.

25. Clicking “Welcome Message” or
“Welcome Back Message” will allow you to
adjust the message.

26. Messages can be deferred for a period of
hours or days.

27. The text within the message can be
adjusted and a test message can be sent to

preview.

Secure Now Confidential - For use with resellers and customers only and should not be redistributed or disseminated.



Azure Active Directory Sync — Simple Setup

Our Azure Active Directory Synchronization feature allows you to manage users inside the PII/PHI Protect portal with ease. Add,
Modify, or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Configuration in the PIl Protect Portal — Simple Setup

Verify Setup

We need 1o verify the infermation 1o set up and continue Sync Azune m

28

MNumber of Users in Azure AD 29

BSMN-Employees (2 BSN-Managers () BSN-ManagerAdmins ()

You have run the directory sync successfully

28. After you've set up your Message configurations, click the “Verify Setup” button — this will return the
number of users within the Azure tenant and will confirm the sync groups used within the tenant

29. When you are ready, click the “Sync Azure Now” button. You will receive a confirmation at the bottom of
the page that the sync has been run successfully!

You're all set!

* Depending on the user count within the tenant, the users should begin appearing within the User tab

within the portal in less than 5 minutes!

* |f your syncis in progress, you can’t gueue up multiple syncs. Please wait 15 minutes then retry if no

users appear
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Azure Active Directory Sync — Classic Setup

e Active Directory admin center

All services

2 T — T Refresh = Columns
[ ] .
. The following
. Azure Active Directory £+ General HAME GROUR TYPE MEMBERSHIP TYPE
e B poeer pered two groups MUST be created:
:

& Enterprise applications mddiaccountspayable Distributian Assigned

ACTIVITY

B Audtl SIT Clinic Attendant Group Distribution Assigned

SIT Clinic Primary Distribution Assigned

TROUBLESHOOTING + SUPPORT ﬂ
H Sve SIT Group 01 Distribution Assigned s
X e BSN-Employees:
Weka Admin Team Distribution Assigned e
MNew support request .

Weka Email Alert Team Distribution Assigned

Weka Sales Acct Team Distribution Assigned ™

BSN-Managers:

Note:
Important:



Azure Active Directory Sync — Classic Setup

Azure Active Directmr)i adn'l‘i‘:j centEI @ @ & BS N = E m p I Oye e S

ealth solutions > Groups - All grou

Al services < Group X Select members o X

% FAVORITES * Group type

Select member or invite an external user @
[Securiy ]

B2 Dashboard
* Group name @

4 Azure Active Directory [ Bsn-gmployees |

sa Users

Group Type:

[ Prr-protect standard users |

Group description @ H

Enterprise applications
) B EE * Membership type @

| - Group Name:

Members @ 5 sync
0 members selected sync2@trustsecurenow.com

2 o

Selected members:

Group Description:

Remove

Remove

Remave

3 Note:

Important:
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Azure Active Directory Sync — Classic Setup

Our Azure Active Directory Synchronization feature allows you to manage users inside the PIl/PHI Protect portal with ease. Add,

Modify, or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Setup in Microsoft 365 Admin Center

4. Create the BSN-Managers group with

the following parameters:

Group Type: Security

g - Group Name: BSN-Managers
9| @ == Group Description: PII/PHI Protect
vt I\/Ianager Role

—— 5. Assign users to the group. All managers
will also have an employee account.

Optional Group: BSN-PartnerAdmins

v I
7 I
e e o i e:
H |
& |
3 |
B |

Group Type: Security

U

Group Name: BSN-PartnerAdmins
Group Description: PII/PHI Protect
I Partner Administrator Role

e This user has the highest level of access

Optional Group: Add the BSN-ManagerAdmins group to give select managers 2nd will have all administrative

the ability to manage phishing campaigns as well as the bulk manage user . .
y 8ep & Palg 8 functions for all accounts within your

functionality. Standard manager accounts do NOT have this functionality. vortal. This group is to ONLY be used
Follow steps 2 - 3 using Group Name: BSN-ManagerAdmins and Group

for your company’s internal Security
Description: PlI/PHI Protect Manager Admin Role

Awareness Training (SAT) account
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Azure Active Directory Sync — Classic Setup

Our Azure Active Directory Synchronization feature allows you to manage users inside the PI1lI/PHI Protect portal with ease. Add,

Modify, or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Setup in Microsoft 365 Admin Center

e T e T T — ’ 6. Optional: Create Tag Groups.
s s Tags are used for creating specific
| -] . st e groups, typically to separate users by
:“ : ® - department, to create groups you’d
it e 9 .‘ ::_ like to send specific phishing emails to,
N ’ e senke or to simplify tracking in the portal.
X
6 — Group Type: Security
/ Group Name: BSN-TAG-tagname
*tagname will be the tag you want the
users associated with.
= |8 Example: BSN-TAG-Executive Team,

BSN-TAG-Finance, etc.
Group Description: Optional field if you

would like to add details on the tag you

Important: For those using On-Premise along with Azure Sync to synchronize created

with the free tier or Azure AD: Nested group memberships are not supported 7. Assign users to the group.

for group-based assignment at this time. 3 Click “Create”
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= S B Sharing the Directory ID
All sarvices i\ymir health solutior Properties %

= * Name
oustbon ® oerien Properties

@ Azure Active Direct 3" Getting started Country or region

United States -
| Directory ID
Lacation
@ Enterprise applications Lsers United States datacenters
Natification language
Groups

English ~

Roles and administrators .
Global admin can manage Azure Subscriptions and Management Groups

B Enterprise applications ‘fes
0 Devices Directory D

005340ee-fab7-408f-aclSe- 9
Bl jpp registrations

Technical contact

! application praxy

4 Licenses Global privacy contact

Azure AD Cannect

. Privacy statement URL
i= Custom damain names

2 Mobility (MDM and Mam)
Password reset

| company branding 9 a g e 2 3

£ User settings

I Properties I 1 O

M Notifications settings

SECURITY
Conditional access

6 MFA Server

Important:
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Our Azure Active Directory Synchronization feature allows you to manage users inside the PII/PHI Protect portal with ease. Add,

Modify, or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Setup in Microsoft 365 Admin Center

G 1

]
RO
% Araw it Deeclony
& e

B rruwpru spplcmors

Important: The Security Reader Role must be assigned to at lease one user
otherwise step 31 will produce errors

2 Sau.nql reader | Assignments

ifilty e | Aisgornart

b Aag e

Rghgn [T M

o 7t Nt

K Duigrod i ik rodimi 13 —

B sngeen ] e
Dwricrgrtuen [

Bpublaybhting + i) () aatyne

el edrrd gl

o
Doy

Dweilon

B Foww vpport ivgud

Assigning the Security Reader Role

11. Navigate to Roles

12. Search for the Security Reader Role
and click on Assignments

13. Assign the role to a user that has

global admin privileges
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Azure Active Directory Sync — Classic Setup

Our Azure Active Directory Synchronization feature allows you to manage users inside the PII/PHI Protect portal with ease. Add,
Modify, or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Configuration in the PIl Protect Portal

14. Login as a Partner Administrator to the Pll-Protect portal here. Once logged in select “Manage Clients” to access

your client list and select the ,

Dag n Products Access Directory Sync Users Policies Documents SRA SRA Report Dark Web Training Reports

client you want to sync with Please Select
CSV Bulk Upload 15

Azure Active Directory.

Azure Active Directory 16 c,
Enable

On Premise Active Directory

15. Select the “Directory Sync”

Google G-Suite Use as Portal Logan

ta b User Principal Name - e b
16 Use the SynC Type drop_ Dashboard Information Notification Products Access Directory Sync
down selector to select “Azure

~ Sync Type ]
Active Directory” © AzureActiveDirectory @ o

. ]
17 CIICk the ”Enable Manual Not Verified... Enable Manual Setup

17
Setup” button then click the
“Enable” button
— Sync Type .
. o _,u""x. s - - : -

18. Click the “Create O AzureActiveDire ‘ @ oo
Powershe"H buttOn Mot Verified... Disable Manual Setup 18

.+ Create Powershell

Important: These instructions are for Classic Azure setup. For Simple Setup, navigate to page 6.
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Azure Active Directory Sync — Classic Setup

Setup Application Authentication with Azure AD on the client Azure AD Sync Settings Page. You will be required to run a Powershell
Script and access Azure AD for the client you’ll be configuring Application Authentication for.

Configure Messaging & Notification - Azure AD Sync Settings Page

19. You can configure how these welcome

_— messages are sent to users during the sync.

20. “Send automated welcome” will send

b, Download

Powershell - Download and execute powershell script

20 21

o Send automated welcome () Customize welcome message

the welcome message to newly added

] Welcome Message ] Welcome Back Message

employees during the sync.

Azure AD Identifier Enter application ID Enter certificate thumbprint

21. “Customize welcome message” will

Use as Portal Logon

enable welcome messages to be customized.
Customize message X

— Without this option checked, the standard
{b Attachment 23 o Defer sending of welcome message 23

Drag & Drop your files or Browse Welcome message How many hours?
> Send Test

* Only pfx files will be accepted

messages will be sent based off the Global

Messages in the Partner Profile.

-/s.we
[Betore TNk text 1 1 “ ”
l 22. Clicking “Welcome Message” or

Normal ¢ SansSeif ¢ B I U & 9 & i X, X A H B

Welcome to our brand-new Awesome Cybersecurity Awareness Program! We have all seen the news about the latest, most destructive data breaches. We've I{We I co m e Ba c k M e ssa ge ” W i | | a I | O W yo u t O

decided it's time to take proactive steps in ensuring you have the know-how to defend not only yourself fram these threats but our business as well. We are
rolling out engaging Security Awareness Training to help us reach our goals. The first step is to set your password in the portal by clicking the button below or

pasting the URL into your browser. 24 a dj u St t h e m essa ge .

After link text

wx A% o 23. Messages can be deferred for a period of

Normal g Sans Serif B I US 9 o

Our cybersecurity culture depends on all of us to work together. We ask that you take the time to complete the initial registration and take the security awareness

training course. This can be completed in 45 minutes and can be stopped and started at any time. If you have any questions, please contact our support center. h d
sest123.2/5 ours or aays.

24. The text within the message can be

[©] Save Draft Cancel
adjusted and a test message can be sent to

Welcome Message: Email sent to new users added to the platform preview.

Welcome Back Message: Email sent to reactivated users
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Azure Active Directory Sync — Classic Setup

Our Azure Active Directory Synchronization feature allows you to manage users inside the PII/PHI Protect portal with ease. Add,
Modify, or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Configuring Application Authentication - Azure AD Sync Settings Page

25. Paste the Azure Directory ID into the

text box under “Azure AD ldentifier”.
@ o Note: Copy and paste the AAD Identifier

(Directory ID) to mitigate translation

Powershell - Download and execute powershell script 4, Download

error. Refer to page 19 to find your

‘) Send automated welcome () Customize welcome message

directory ID.
26. Click the “Use as Portal Logon”

26 : dropdown to choose between Email and

2 5 Azure AD lgentifier Enter application ID Enter certificate thumbprint

prr——— | UserPrincipalName as the user logon

G::) Attachment

Drag & Drop your files or Browse Username. We highly recommend

* Only pfx files will be accepted

“Email”

Important: Once Azure Active Directory is activated; you will not be able to
add users to the portal outside of this method. Our portal will sync once
every hour, which may cause a delay for your users to be updated.
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Setup Application Authentication with Azure AD on the client Azure AD Sync Settings Page. You will be required to run a Powershell

Script and access Azure AD for the client you’ll be configuring Application Authentication for.

Configuring Application Authentication - Azure AD Sync Settings Page

Sync Type

o Enable

Powershell - Download and execute powershell script

o Send automated welcome

Azure AD ldantifier

Use as Portal Logon

Upload certificate

a Customize welcome message

Enter application ID

@ Attachment
Drag & Drop your files or Browse

* Only pfx files will be accepted

‘ | = | Downloads

Home Share View

+] Welcome Message

Enter certificate thumbprint

‘I‘I‘ s This PC » Local Disk(C:) » Users » alanl » Downloads » I

c .
Name Date modified
- v g Quick access
| [ Desktop P Today (1)
‘ Dewnloads P |y AADSync 1/27/2020 10:12 AM
Documents # v Last month (6)
[&] Pictures - 14393.0.161119-1705.RS1_REFRESH_SERV...  12/31/2019 T:55 AM
YNC b i [E Dell-USB-Recovery-Tool_TBRYP_WIN_2.3....  12/29/2019 10:49 PM
B Videos ﬂ MediaCreationTool1909 12/29/2019 %46 PM
I Intel-|2xcx-825xx - Gigabit-Ethernet-Metwo...  12/29/2019 2:40 PM
v @ OneDrive & Network_Driver Intel_ADQ_ WIN_MXH3C-...  12/29/2019 2:21 PM
» [ Desktop ! Metwork_Driver MXH3C_ WN_19.2.0.0 A09  12/29/2019 2:16 PM
- Dacuments ~ Along time ago (6)
5a€ | emailattachments € support-LogMelnRescue 11/29/2019 3:53 PM
D B Kiosk @ nb-audio-recorder 11/24/2019 5:25 PM
> Music g HandBrake-1.3.0-x86_64-Win_GU| 11/24/2019 5:22 PM
> = Pictures £ eMinfo 11/15/2019 4:54 PM
) qodbe 10/25/2019 6:47 PM
> & This pC (%) Setup_QuickBooksEnterprise20 10/25/2019 6:47 PM
> ﬂ Metwork
cripl
12| “‘jiwt‘e.rl'\s 7item selected 2,10 KB R o B
r—r T

27

&, Download

) Welcome

Type

Windows Powers...

Disc Image File
Application
Application
Application
Application
Application

Application
Application
Application
WinRAR ZIP archive
Application
Application

Back Message

Size

3KB

2,760,434 KB
22315K8
12,804 KB
31,755 KB
16,276 KB
15,614 KB

2,156 KB
87,926 KB
12,705 KB
15,292 KB
12171 KB

532 KB

27. Click “Download” to download the
powershell script

28. Click “Show in Folder” to open your
File Explorer and note the file path.
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—
i

Al Apps Documents Emall Web More ¥ Feedback -
Best match
Windows PowerShell ISE 5

— App
Apps )

Windows PowerShell

Windows PowerShell = App
Windows PowerShell (x86) >
Search the web =7 Open
O Po-see web results > I X Run as Administrator I 2 9
Settings (4+) B Run ISE as Administrator
Documents {1+) B windows powershall ISE
Folders il

cript can potentially harm your

File cmdlet to allo run without this warning Run once

Sign in to your account

B® Microsoft

Sign in

Mo account? Create one!
Can't access your account?

33

Sign-in options

Next
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Setup Application Authentication with Azure AD on the client Azure AD Sync Settings Page. You will be required to run a Powershell
Script and access Azure AD for the client you’ll be configuring Application Authentication for.

Configuring Application Authentication — Client Azure AD Sync Settings Page

34. Copy the Application ID and
Certificate Thumbprint from the script
and paste them into the “Enter

Sync Type
Application ID” and “Enter Certificate
Powershell - Download and execute powershell script Thumbprint” ﬁEldS, respect‘vely-
o Send automated welcome 310 Customize welcome message o E Shedmmnie e 35. CIiCk ”AttaChment” under the
Azure AD Igentifier Enter application ID Enter certificate thumbprint U p | oa d Ce rtiﬁcate Sectio n a n d pa Ste
- the Certificate location file path in the
¥ @ Open x
# 1L Aot sogoun oo » e V6 Sy 5 “File Name” field in the file explorer
Upload certificate 32 | Organize ~ Newfcider ) B - D oA ) . .
——— | - | and click “Open
() Attachment B Dektop MicroThemePackDir 1/26/2020 11:54 AM F!\efulder
Drag & Drop your files or Browse Downloads # Motification Cache 1::24::2020 327 PM F!\efulder B
|| B o B R 33 36. Click “Save” to save your changes.
[&] Pictures » D 18e190413af(43db88dfbd29609eb877.db....  1/27/2020 10:13 AM SES File TKB
ol -5l e Repeat steps 1-36 for each client!
@ orcie B e I, o
PO il B S o
ettt ]t 142 T T T Congratulations! Your client has been
I File neme: | CAUsers\alanl\AppDatai Local Temp\ AADSync.pf| i | A v .
32 ] [ set up with Azure AD Sync!
Important: Once Azure Active Directory is activated; you will not be able to Note: The initial sync may take between
add users to the portal outside of this method. Our portal will sync once 3 to 5 hours before users appear in your
every hour, which may cause a delay for your users to be updated. portal. After the initial sync, updates are

processed hourly.
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On-Premise Active Directory Sync Setup

Simply configure your settings inside the Active Directory application, install our home -grown Active Directory Sync Agent,
and setup in the Security Awareness Training portal to easily manage your user access for all your On-Premise AD clients.

Setup in Active Directory Users and Computers Application

Our On-Premise Active Directory Synchronization feature allows you to manage users inside the PIlI/PHI Protect
portal with ease. Add, Modify, or Deactivate users as soon as they’re in your client’s system so they can get up to
speed on cybersecurity, without a hitch.

Note: Any previous setups using Rocket Cyber will continue to sync and the tool can still be utilized for future syncs. For more
information on the Rocket Cyber On-Premise sync options, please contact: support@telesystem.us

1. Open the Active Directory Users |s ecoe uwim > s

] Active Directory Users and Computers - x

and CompUterS appllcahon ;E-blil’_ilnl\ewn&' EIEFI)X Bz HE ReETE%

3 Active Directory Users and Com || Name Type Description

5 [ Saved Queries & Rich Full User
w3 marathon.com

<

BREENs ey
5 El

B
So

» [E] TAGS
5 [ ] NTDS Quotas
3 5] TPM Devices
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On-Premise Active Directory Sync Setup

Simply configure your settings inside the Active Directory application, install our home-grown Active Directory Sync Agent, and
setup in the Security Awareness Training portal to easily manage your user access for all your On-Premise AD clients.

Setup in Active Directory Users and Computers Application

5 O@@O | um|k b B 2. Under the “Users and Orgs” folder,
& Active Directeory Users and Computers - X
ca eB o XEE5 HE TR ETEE right-click the “Groups” folder and

3 Active Directory Users and Com || Mame Type Descri ption

click New = Group to create the

5 7] Saved Queries
v (3 marathon.com BSM-Employees Properties ? 4
; g i:::uter; a Object Security Attribute Editor )
> B DomsinConoles e BSN-Employees group with the
> ] ForeignSecurityPrincipalf
> [ Keys & BSN-Employess )
ol : following parameters:
» B Program Dats Group name (pre-Windows 2000): 3 SN-Employees|
- e | Group Type: Security
2] Executive
B et oy Group Name: BSN-Employees
% geﬂeratt:e:i @ Global (7 Distribution o .
Erey O s Group Description: PII/PHI Protect
& Notes
5 [E] TAGS
L e ) Standard Users

3 [ TPM Devices

3. Add users that should have standard
employee access to the PIl/PHI

OK || Cancd | [pely | e ]

Protect Portal

Note: Be sure not to assign non-user

Important: Nested groups are not support. This means you cannot have a accounts to this group as portal accounts

standard group for all employees and then include the employees’ group in WILL be created for all users assigned to

the BSN-Employees group. Each user must be placed individually within each this group. If you assign users to this

group and to the BSN-Manager group,

of the BSN groups.
the manager role will take precedence.
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On-Premise Active Directory Sync Setup

Simply configure your settings inside the Active Directory application, install our home-grown Active Directory Sync Agent,
and setup in the Security Awareness Training portal to easily manage your user access for all your On-Premise AD clients.

Setup in Active Directory Users and Computers Application

File Acion Medic View Help
LEO@@O|n» RO P
O Active Directory Users and Computers
File A

op i iEaS
FO
] El

JZzEEEEBEEEERR: s 2
29950000 L BV

ok [ concet | [T [REERTY

Important: When entering the above security groups,
spaces are NOT permitted before, after, or within the
string. The highest access level group will take
precedence. For example, a user in the BSN-Managers
group do not need to be added to the BSN-Employees

group.

4. Create the following optional groups with the same
parameters:

BSN-Managers — For client manager access

Group Description: PII/PHI Protect Manager Role

* Only assign users to this group that should have manager
access and view employee progress.

BSN-ManagerAdmins — For client administrator-level access

Group Description: PII/PHI Protect Manager Admin role

* Only assign users to this group that should have manager
access, view employee progress, manage phishing campaigns,
and bulk upload users. Standard manager accounts do not
have this functionality.

BSN-PartnerAdmins — for your internal MSP account only

Group Description: PIlI/PHI Protect Partner Administrator Role

* This user has the highest level of access and will have all
administrative functions for all accounts within your portal.
This group is to ONLY be used for your company’s internal
Security Awareness Training (SAT) Account
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On-Premise Active Directory Sync Setup

Simply configure your settings inside the Active Directory application, install our home-grown Active Directory Sync Agent,

and setup in the Security Awareness Training portal to easily manage your user access for all your On-Premise AD clients.

Setup in Active Directory Users and Computers Application

File  Action Media View Help

L OO0 n k> T

3 Active Directory Users and Computers

File Action View Help

2| 7F 4O XEBEE HRILeETES

| Active Directory Users and Com|| Name

Type Description
> [ Saved Queries

~ 'j'j marathon.com BSM-Employees Properties ? =
» [ Builtin
» 7] Computers Object Security Attribute Edtor
» [2] Domain Controllers General Members Wember O Managed By
% || ForeignSecurityPrincipal:
s T Keys % BSN-Employees
» [ LostAndFound
5 ] Managed Service Accour
» [ Program Data

5 [] System
7 Users
v (5] Users and Orgs Email \ |

(37 Executive

(2] Generated Group scope Group type
2] Generated2 Domain local (®) Security
] Generated3 @ Global (O Distribution
2] Generatedd O Universal

2] Groups
T
> 2 TAGS
5 (7] NTDS Quotas
» [ TPM Devices

ok ][ cancet | [TAepy ] [[Hel

Note: Use tags to track metrics for specific departments and sent
targeted phishing campaigns.

5. Optional: Create Tag Groups.

Tags are used for creating specific groups,

typically to separate users by department, to

create groups you’d like to send specific
phishing emails to, or to simplify tracking in
the portal.

Group Type: Security

Group Name: BSN-TAG-tagname

*tagname will be the tag you want the users

associated with.

Example: BSN-TAG-Executive Team, BSN-

TAG-Finance, etc.

Group Description: Optional field if you would

like to add details on the tag you created.

6. Assign users to the group. Note: Users
must already be in one of the BSN-
Employees, Managers, or PartnerAdmins
groups.
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Configurations within the PIl Protect Portal

Simply configure your settings inside the Active Directory application, install our home-grown Active Directory Sync Agent,

and setup in the Security Awareness Training portal to easily manage your user access for all your On-Premise AD clients.

Navigating to the Directory Sync tab

‘ Your Logo Herle h B " e e o

M

Edit praofile
Name Branding Consulting Insurance

-~ My Dashboard

7. Log in as a Partner Administrator to the Pll-Protect portal here.

8. Select the ”Manage Clients” app. [ — 10

9. Select the account you are setting up OnPrem AD sync on.
Dashboard Information Motification Products Access Directory Sync
10. Select the ”Directory Sync” tab.
Reports
E:Ensfg any Average Employee Secure Score @ Company Average ESS Tre
- 800
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Configurations within the PIl Protect Portal

Simply configure your settings inside the Active Directory application, install our home-grown Active Directory Sync Agent,
and setup in the Security Awareness Training portal to easily manage your user access for all your On-Premise AD clients.

Enabling the sync

11. Under the Sync Type, select "On Premise Active Directory”
from the Sync Type dropdown.

12. Enable the sync.

13. Copy the "Agent Client ID” and paste it somewhere for
reference (i.e. Notepad).

14. Note your selection for "use as portal login” (email or UPN).
15. Select the ”"Save” button on the right.

Note: If you do not save, the Client ID will not be held, which

prevents the OnPrem agent from connecting.

Information Notification Products Access Directory Sync Users Dark Web Training Reports Phighing Employee Assessments

1 1 Sync Type 1 2
T o Enable
D Send Welcome Messages a Use custom message -] Welcome Message L) Welcome Back Message
1 Agent Client ID Use as Portal Logon
— M e e e Ml LA Email o Click here to download Directory Sync Agent

B |5
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Configurations within the PIl Protect Portal

Simply configure your settings inside the Active Directory application, install our home-grown Active Directory Sync Agent,

and setup in the Security Awareness Training portal to easily manage your user access for all your On-Premise AD clients.

Configuring Messaging & Notification — On-Premise AD Sync Settings Page

‘ Your Logo Here

Wendy Smallfoot

Edit profile

A

-
—o

My Dashboard

My Company

Manage Clients

m

Dashboard

Information Notification Products Access Directory Sync Users Dark Web Training Reports Phishing

Sync Type

o Enable 19

17

|o Send automated welcome

| o Customize welcome message

3] Welcome Message ) Welcome Back Message

Customize message X

20

o Defer sending of welcome message

Welcome message How many hours?

Hours - 1 -

Before link text

Normal ¢ SansSeif 3 B I U & 9w == x, x* A K @ B

Welcome to our brand-new Awesome Cybersecurity Awareness Program! We have all seen the news about the latest, most destructive data breaches. We've
decided it's time to take proactive steps in ensuring you have the know-how to defend not only yourself from these threats but our business as well. We are
rolling out engaging Security Awareness Training to help us reach our goals. The first step is to set your password in the portal by clicking the button below or

pasting the URL into your browser. 2 1

After link text

Normal % SansSerif ¢ B I U & 99 & = = x, xX* A & ¢ @

Our cybersecurity culture depends on all of us to work together. We ask that you take the time to complete the initial registration and take the security awareness
training course. This can be completed in 45 minutes and can be stopped and started at any time. If you have any questions, please contact our support center.
test123 2/5

Cancel ~ Publish

Welcome Message: Email sent to new users added to the platform

Welcome Back Message: Email sent to reactivated users

16. Before downloading the agent, consider
configuring how Welcome messages are sent
to users during the sync.

17. “Send automated welcome” will send the
welcome message to newly added employees
during the sync.

18. “Customize welcome message” will enable
welcome messages to be customized. Without
this option checked, the standard messages
will be sent based off the Global Messages in
the Partner Profile.

19. Clicking “Welcome Message” or “Welcome
Back Message” will allow you to adjust the
message.

20. Messages can be deferred for a period of
hours or days.

21. The text within the message can be
adjusted and a test message can be sent to

preview.
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Downloading the On-Premise Directory Sync Agent

Simply configure your settings inside the Active Directory application, install our home-grown Active Directory Sync Agent,
and setup in the Security Awareness Training portal to easily manage your user access for all your On-Premise AD clients.

Downloading and installing

Sync Type

22. Click the link “Click here to download |
Directory Sync Agent” to download the OnPrem @) smvtomeniarso (B recosommesse
AD sync installation file. S oo Pt e | ke o otoss sty smengen | 22
23. Run the installation file.
24. Paste the Client ID into the AD agent install
window. I
25. Select ”Install Now” AD Agent Insta
To i(rstaﬂﬂweAcﬁve Directory Agent vou'needtoenter the ID

Note: OnPrem Agent can only be installed provided you when you downloaded the installer.
on Windows Server 2016 or higher. 24 | Gientd: [
Note: When adding a new user to the groups: 25 @ Insta” Now

a. Make sure the email field is filled out for

users under properties (automatically

applied if connected to exchange server.

P , ¢ ) Cancel
b. Add to a BSN security group.
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Downloading the On-Premise Directory Sync Agent

Simply configure your settings inside the Active Directory application, install our home-grown Active Directory Sync Agent,

and setup in the Security Awareness Training portal to easily manage your user access for all your On-Premise AD clients.

Forced Sync

Congratulations! Your client’s

Active Directory is now ~ ‘g
BSN AD Sync Name Description Status Startup Type
SynCing with the P“/PHI S ) ‘&) Bluetooth Support Service The Bluetoo Manual (Trig...
P ' Rt_eossatl’t :hs:::l'c\ﬁce e e BLED Syn... Running  Automatic
rotect Portal! o &) Capabilit Start 30 fesfac.. Manual
'€ CaptureS Stop ore Ca... Manual
i . Description: ) @Certiﬁca‘t Pause suser.. Running Manual (Trig...
Note: The sync frequency is BSN AD Sync Service P -y ——
every 2 hou s, but to sync '-:‘:';},Cliphoan ol ser se Manual
E&CNG Key NG ke... Running Manual (Trig...
right away, you need to start €LCOM+ B All Tasks > »rtsSy.. Running Automatic
. @};COM+ S ges th Running Manual
and Stop the service. ’-;‘.';!,Connect- Refresh ervice .. Running  Automatic (D...
{f}‘ Connects Properties Ser se Running  Automatic
@Connect- onnec.. Running Automatic
@Consentl _ Tise s Con... Manual
;‘3 Contact Data_b89%fdd9 Indexes con... Manual
@CoreMas&ging Manages co... Running Automatic

4 Services

File Action

View Help

e |mEc= Hm »euw

26. Navigate to the ”"Server Manager.”

27. Select "Tools” on the top right.

28. Select ”Services.”
29. Locate "BSN ADSync”

30. Right-click on the application and select ”Stop” and then right-click and select ”"Start.”
31. Refresh the PlI-Protect portal and the user will be on the user list.
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Additional Information for On-Premise Directory Sync

Simply configure your settings inside the Active Directory application, install our home-grown Active Directory Sync Agent,
and setup in the Security Awareness Training portal to easily manage your user access for all your On-Premise AD clients.

Noteworthy information

e |f the user is deleted in Pll-Protect, and not deleted on the agent, they will be readded.

e |f the user is added in the Pll-Protect portal with an email that is not on the directory, they will not be
impacted and can be managed in the portal.

e |f a user with the same email address is added in PlI-Protect, it will link the two accounts and merge them.
No duplicate will be created.

* |tis recommended to preform all directory management from the agent side.
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G-Suite Directory Sync Setup

Our G-Suite Directory Synchronization feature allows you to manage users inside the PII/PHI Protect portal with ease. Add, Modify,

or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Setup in Google Console

e e e Create a new project to be used for the
- ii Your free trial is waitln_q: activate no: to et $300 c:redn to eplole Google Clou products. Learn ore | ] | - o DISMISS S e C u rity AWa re n e S S T ra i n i n g
= GoogleAPIs a - e » : @ integration

New Project

1 Project name *
[GSuiteSecureNowlntegration| (2] ]

Froject ID: mindful-path-273115. It cannot be changed later. EDIT

Organization *

say-thx.net - @
Select an organization to attach it to a project. This selection can't be changed later.
Location *
Hh say-thx.net BROWSE
Farent organization or folder
2 o

1. Navigate to the following page:
https://console.developers.google.com

/projectcreate and sign into your

account with your Admin credentials. If
required, agree to the Terms and
Services.

2. Type a unique name into the “Project
Name” box, we suggest using:
GSuiteSecureNowlIntegration

3. Click the “Create” button to create the

project.
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G-Suite Directory Sync Setup

Our G-Suite Directory Synchronization feature allows you to manage users inside the PllI/PHI Protect portal with ease. Add, Modify,

or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Setup in Google Console

Select from s s ~

[.. Search progects and folders
Q|

RECENT STARRED ALL

Create a service account to be used for

this project

5.

Navigate to the following page:
https://console.cloud.google.com/proj

ectselector2/iam-

admin/serviceaccounts?supportedpurv

iew=project

Select the name of the project you just
created: GSuiteSecureNowlntegration
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G-Suite Directory Sync Setup

Our G-Suite Directory Synchronization feature allows you to manage users inside the PIl/PHI Protect portal with ease. Add, Modify,

= Google Cloud Platform

>

n mw

=

& B o o #

or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Setup in

Home

Pins appear here @

Marketplace
Billing

APis & Services
Suppaort

1AM & Admin
Getting =tared
Comgliance

Security

o Anmhos

¢

UTE

Compute Engine
Kubernetes Engine

Whbware Engine

VERLESS

Cloud Run

Cloud Functions

@ App Engine

HALGE

ma  Filestore

-

>

»

LN

. Service accounts 8

[L1Y)

Identiry & Organdzation
Policy Tioubleshooter
Polcy Analy zer

Warkiod |dentiny Fadsra
Labels

Tags

Settings

Privacy & Securfty
|dentity-Aware Proxy
Rokes

Ausdit Logs

Wanage Rosources
Create & Project

msset wventory [T
Essentiol Comacts
Groups

Early Access Cemier

Ouotas

Google Console

< CREATE SERVICE ACCOUNT W DELETE +2 MANAGE ACCESS

B 1AM & Admin

2 IAM

@ Identity & Organization
9, Policy Troubleshooter
E  Policy Analyzer

B Organization Policies
of Service Accounts

E  Workload Identity Federation
@  Labels

» Tags

£ Settings

@  Privacy & Security

@ |dentity-Aware Proxy
2  Roles

= AuditLogs

@ Asset Inventory
[E  Essential Contacts

a2 Groups

= Google Cloud Platform $» GSuiteSecureNowIntegration v Q  Search produ

Create service account

@ Service account details

Service account name
securenowsync

Display name for this service account

Service account ID
Securenaowsync X C

1 T

Service account description

Describe what this service account will do

11

CREATE AND CONTINUE

Grant this service account access to project
e
(optional)

\
© Grant users access to this service account (optional)

(o

Create a service account to be used for

this project

7. On the left sidebar, select “IAM &
Admin” then select “Service Accounts”

8. Click the “+ Create Service Account”
button at the top of the page.

9. Enter the Service account name:
securenowsync

10. Enter an optional “Service account
description.”

11. Click the “Create and Continue”
button.
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G-Suite Directory Sync Setup

Our G-Suite Directory Synchronization feature allows you to manage users inside the PII/PHI Protect portal with ease. Add, Modify,

or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Setup in Google Console

T : Create a service account to be used for

this project

Your free trial is waiting: activate now to get $300 credit to explore Google Cloud products. Learn more DISMISS ACTIVATE

12. Click “Select a role” and choose

GOOQ|€ Cloud Platform &* GSuiteSecureNowlIntegration

B saythxnet > §® GSuiteSecureMowlntegration Howner” tO gra nt Se rVi Ce a CCO U nt
8 IAM & Admin Create service account access to the project ownhner.
2 1AM @& Service account details — @) Grant this service account access to project (optional) 1 3 . CI | C k ”co nti nue. "

Identity & Organization € Grant users access to this service account (optional)

(=]
9, Policy Troubleshooter
a8

Organization Policies Service account permissions (optional)

Grant this service account access to GSuiteSecureNowlIntegration so that it has

= Quotas permission to complete specific actions on the resources in your project. Learn more
e  Service Accounts Select a role. —, Condition _
L .

? Labels =i I'I'ype to filter

o Settings Project Browser

%)) Privacy & Security Access Approval Editor 1 2

. Access Context Manag... Owner Owner

® Cryptographic Keys . | Full access to all resources.
Actions Viewer

#  Identity-Aware Proxy
Al Notebooks

-

= Roles Android Management

= AuditLogs Apigee

Arn Crnminn

MANAGE ROLES

<l
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G-Suite Directory Sync Setup

Our G-Suite Directory Synchronization feature allows you to manage users inside the PIl/PHI Protect portal with ease. Add, Modify,
or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Setup in Google Console

Google Cloud Platform  $e GSuiteSecureNowintegration v Q  Search products and resources i A Create a service account to be used for
e IAM & Admin Service accounts + CREATE SERVICEACCOUNT i DELETE  +2 MANAGE ACCESS th | S p roj ect
2 M Service accounts for project "GSuiteSecureNowlntegration" 14. In the “Actions” colum n, click the three

Identity & Organization A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside Google.
Learn more about service accounts.

vertical dots, then click the “Manage

Policy Troubleshcoter Organization policies can be used to secure service accounts and block risky service account features, such as autoratic 1AM Grants, key creation/upload, or the
creation of service accounts entirely. Learn more about service account organization policies.

e
a
B Policy Anaiyzer Keys” option.
B
2

Organization Policies = Filter Enter property name or value 014 L] 1 5 . CI i C k th e ”Ad d Key” d ro p d OW n a n d

S L E U Email Status Name 4 Description Key ID Key creation date Actions P )
O Ml o= e g [~] Securenowsync No : SEIGCt Create nEW key
E  Workload Identity Federat... BT w” s oo = G keys M detal )
o Labes FregeteEE 16. In the sidebar that appears, select the

Manage permissions
14

» Tags [ Manage keys | “JSON” key type.

= Google Cloud Platform &e GSuiteSecureNowIntegration v Q  Search products and resources i H View metrics I . k h P ), b h
O imsadmin ©  securenowsyne View logs 17. Click the “Create” button. The JSON

2 1AM *  DETALs PERMISSIONS KEYS METRICS LoGs Disable ﬁ | e Wi I I be d own | 03 d ed to yo ur |Oca |

©  Identity & Organization Keys Delete )

Policy Troubleshooter i o on .
A b oo computer. Store this somewhere safe,
A ¥s could pose a secury risk if compronf e ay e key (optional)
use the Workload Identity Federation . You can learn more
E  Policy Analyzer . | | d f h . |
B  Organization Policies Add a new key pair or upload a public key certificate from an existing k| Dawnload afile that containz the prvate key. Stere the file securaly because this ley yo u W I n e e t O re e re n C e t I S a t e r .

. X . o - cant he recovered if Inst. However, if you are unsure why you need a key, skip this step
Block service account key creation using organization policies.

= s e 18. Once the file has been downloaded

E  Workload Identity Federat... gl:n;!)hl 1 6
1 H o V24 b
R el el
@ Labels 5 B SSHIEEE and saved, click the “Done” button.
Key creation date Key expiration d: 0 P12
»  Tags Upload existing key Far backward compatibity with code using the P12 farmal
@ Settings
@ Privacy & Security 1 7 CAMNCEL
& |dentity-Aware Proxy
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G-Suite Directory Sync Setup

Our G-Suite Directory Synchronization feature allows you to manage users inside the PllI/PHI Protect portal with ease. Add, Modify,
or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Setup in Google Console

Enable G-Suite Domain-Wide Delegation
19. Click the “Details” section to modify

Google Cloud Platform 2 GSuiteSecureNowintegration w

B IAM & Admin 19 & securenowsync
. N cciai i — T —— P your securenowsync service account.
- 7 ” s
20. Type in “securenowsync” in the
= aalie Dt Service account details p e .
- Name” field and click save
9, Policy Troubleshoater ik 20
SECLIENOWSYNE SAVE
B Policy Analyzer
o Organization Policies Description SAVE
=1  Service Accounts Email
e e (TR | e e e e e
Workload Identity Federat..
Unigue ID
@  Labels ® el DT B PO N )
L Service account status
£ Settings Disaibling your account allows you 1o preserve your policies without having to delete it
@  Privacy & Security Ohccont "
= ety Aneass Prcaey DISABLE SERVICE ACCOUNT
R “Uheign Beecuree v SHOW DOMAIN-WIDE DELEGATION
E Release Notes
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G-Suite Directory Sync Setup

"type': "“service account",

"project_id": "mindful-path-273115",

"private_key id": '

"private_key": "-———-BEGIN |

“"client_email™: "securenowsync@mindful-path-273115.iam.gserviceaccount.c ht‘tps://admin.google.com/ac/owl/domainwided
"client_id": "113628692295934966129",

"auth_uri": "https://accounts.google.com/o/oauth2/auth", ele ation
“"token_uri": "https://oauth2.googles ~om/token",
e e e i Add new

09/securg

page 39
client_id
10 data in Google sefvices ke Gmall. You can authonze these GOTIT CI ie nt I D

o their passwords

= Google Admin Q search for users, groups or settings

Domain-wide Dedegation

ioogle to enable

o Developers can register theit web applications and other AP1 dlients w

registered clients to access your user data without your users having 1o individually give c

@ : Add a new client ID
ih <

23

24

25

Authorize



https://accounts.google.com/signin/v2/challenge/pwd?TL=ADBc5UPW9o0H2pf8NwsCKsI5mtunVrtV3CXaFuZGrC42lVhtdvatNPIoUZN9JUEf&cid=1&continue=https%3A%2F%2Fadmin.google.com%2Fac%2Fowl%2Fdomainwidedelegation&flowName=GlifWebSignIn&ifkv=AQMjQ7S9TUb9shoal1g7XdX4qWT9nMEpqwYGxqzdQyby86DAJ49ar5sd_hn9Qwugoyp7D-n7612zEw&osid=1&rart=ANgoxcce1t5gejbA0Kb6nI2yVr-iPn9--x1yiJ9qqAhRCeEptPijjeGa_fKcoDv0yPx_QwPKLH7mtY8FJ-s2YgbVpodIMCwToA&sarp=1&flowEntry=ServiceLogin
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G-Suite Directory Sync Setup

Our G-Suite Directory Synchronization feature allows you to manage users inside the PII/PHI Protect portal with ease. Add, Modify,

or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Setup in Google Console

e.developers.google.com

== Your free trial is waiting: activate now to get $300 credit to explore Google Cloud products. Learn more

= Google APls

& GSuiteSecureMowlIntegration

25+

& APl Library

Type
APls & services

Last updated
10/15/18, 8:41 PM

Category
G Suite

Service name
admin.googleapis.com

26

Admin SDK
Google

Admin SDK lets administrators of enterprise domains to view and
manage resources like user,...

TRY THIS API

ENABLE

Overview

Admin SDK lets administrators of enterprise domains to view and manage resources like user, groups etc. It also
provides audit and usage reports of domain.

About Google

Google's mission is to organize the world's information and make it universally accessible and useful. Through
products and platforms like Search, Maps, Gmail, Android, Google Play, Chrome and YouTube, Google plays a
meaningful role in the daily lives of billions of people.

Tutorials and documentation

Learn more [

Terms of service

By using this product you agree to the terms and conditions of the following license(s): Google APIs Terms of
Service 7, Google Apps Admin APls [

More solutions to explore

DISMISS ACTIVATE

A @ a

Enable Admin API for the project
24. Navigate to:
https://console.developers.google.com

/apis/library/admin.googleapis.com
25. Confirm the
GSuiteSecureNowlntegration project is

selected next to the Google API logo.

Click the dropdown and select this

project if it is not shown by default.
26. Click “Enable” button.

That’s it! Your G-Suite Project is setup!
Continue to the next page to setup Groups

inside the Google Console.
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G-Suite Directory Sync Setup

Our G-Suite Directory Synchronization feature allows you to manage users inside the PIl/PHI Protect portal with ease. Add, Modify,
or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Creation of User Groups in Google Console

Create groups for designating the level of access

= Google Admin Q, Search for users, groups or settings HH
Admin Consol inside the portal. The possible access levels are listed
° Turherlpte.rams stay connected during remote work, more Meet features are available for video calling for SETUP VIDEO CALLING > ) )
gl tme s o Q from lowest to highest and contain all features of the
= o .. lower access levels:
= . - — .l= Setup Hangouts Meet video calling i
_, Dashboud 27 oo Orgazstonl  BSN-Employees — basic employee access
 BSN-Managers — access to reporting within a client
Tools
B Lo = > i * BSN-ManagerAdmins — access to manage phishing
Buildings and Devices Apps Security Get help from a partner . . .
e i i oo omapixe and bulk manage users within a client

* BSN-PartnerAdmins — This user has the highest
level of access and will have all administrative

= Googie Admin = functions for all accounts within your portal. This

Groups

group is to ONLY be used for your company’s

Groups | Showing all groups Create group 2 8

internal account

—+ Add a filter

Group name Email address Members Access type 2]

Follow the steps below for creating all desired

groups:

27. Inside the Google Admin Console, click “Groups”
to open the Groups dashboard

28. Inside the Groups dashboard, click “Create group”
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G-Suite Directory Sync Setup

Our G-Suite Directory Synchronization feature allows you to manage users inside the PIl/PHI Protect portal with ease. Add, Modify,
or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Creation of User Groups in Google Console

29. Provide the following “Group Details” for the desired group:

O comiems @ » Name - BSN-Employees

Description — Employee group for users

Group details BSN-Employees

Group email — bsn-employees

Employee Group for Users

Name - BSN-Managers

Group email *
2 9 bsn-employees ©  say-thx.net N

Description — Manager group for users

Sroup ownere) Group email — bsn-managers

Name — BSN-ManagerAdmins

*indicates a required field

30 Description — Manager Admin group for users

X Create group NEXT

° Group information o Group settings

Group email — bsn-manageradmins

e Name — BSN-PartnerAdmins

Access type

This is to ONLY be used for your company’s internal account
e Description — Partner Admin group
e [ 7)) D O O Group email — bsn-partneradmins
31 — IEBEE * See next page for Tag descriptions (Optional)
e [0 ] 30. Click “Next”
e 8t 31. Setup desired access settings
- 32 32. Click “Create Group”

33. Click to add users to the
created group
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G-Suite Directory Sync Setup

Our G-Suite Directory Synchronization feature allows you to manage users inside the PIl/PHI Protect portal with ease. Add, Modify,

or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Creation of Tags Groups in Google Console - Optional

D sroriorse P

oo detals

.
— eyt ot
Garrrap owrar|n
X Create group

° Group information ° Group settings

Access type

Contact owners
View members
View topics
Publish posts

Membership settings

Manage members
Add, invite, approve

nnnnn

20 | e

Optional: Create Tag Groups.

Tags are used for creating specific groups, typically to
separate users by department, to create groups you’d like to
send specific phishing emails to, or to simplify tracking in the
portal.

Group Name: BSN-TAG-tagname

*tagname will be the tag you want the users associated with.
Example: BSN-TAG-Executive Team, BSN-TAG-Finance, etc.
Group Description: Optional field if you would like to add
details on the tag you created.

Back in your Groups dashboard, create another group using
the process on the previous page but using the Tag selections
above.
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G-Suite Directory Sync Setup

Our G-Suite Directory Synchronization feature allows you to manage users inside the PIl/PHI Protect portal with ease. Add, Modify,

or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Adding Members to a Group in Google Console

— Google Admin Q_ Search for users, groups or settings

Groups » BSN-Employees > Members

CUSTOM Members ~

BSN-EmplOyees NC Members agaed 4

2

bsn-employees@say-thx.net
W 4 Addafilter

b Bulk upload members
S

# RENAME GROUP

@ DELETE GROUP

Add members to BSN-Employees

sers are automatically set to All Email.

Advanced CANCEL | ADD TO GROUP

Inside the Group Details dashboard:
34. Add members to the desired group:
a) Click the add user icon to add users one at a
time:
- Begin typing the name of the user you
would like to add to the group, click the
user’s email address, and click “Add to
Group”
b) Or click the bulk upload members to import
users in bulk
35. Repeat for all desired groups
Note: A user can only be in one access group.
Access levels are on a hierarchy. All access levels
contain the functionality as the access levels
below it, simply add users to the highest level of
access they should have. However, the user can

be in one access group as well as one Tag group.
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G-Suite Directory Sync Setup

Our G-Suite Directory Synchronization feature allows you to manage users inside the PII/PHI Protect portal with ease. Add, Modify,

or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Configuration in the PIl Protect Portal

P

‘ Your Logo H;ro
Search = Add Filter

Wendy Smallfoot r\
Edit prafile Name Branding Consulting Insurance RA Users Breaches ESS Active New Ul
ABC Worldwide
A o
7 L L Product: Unlimited Cybersecurity Training 0 @ X
= Charitable Electronics
Zl My Company 0 X
- Product: Unlimited Cybersecurity Training @
= Manage Clients Dunder Mifflin Infinity 0 @ X
Product: Unlimited Cybersecurity Training
‘i. Partner Profile Hermey's Dentistry 0 @ X

Product: Unlimited Cybersecurity Training

36. Login as a Partner Administrator to the Pll-Protect portal here. Once logged in select “Manage Clients” to access

your client list (above). 28

3 7 ) Se | e Ct th e Cl |e nt yo U wa nt to Sy NC Dashb;arsd 3énformation Notification Products Access Directory Sync| Users Dark Web Training Reports Phishing

with Google Workspace/G-Suite Sync.

() Enable

38. Select the “Directory Sync” tab and use
o Send automated welcome 0 Customize welcome message
the Sync Type drop-down selector to select

Configure messages and notification settings

”Google G_Su ite” Client: ABC Worldwide
Prior to enabling G-suite directory Sync. Be sure that you have added the users in the portal to either the BSN-Managers group.

39. Click “Enable”
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G-Suite Directory Sync Setup

Our G-Suite Directory Synchronization feature allows you to manage users inside the PIl/PHI Protect portal with ease. Add, Modify, or

Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Configuring Messaging & Notification Settings — G-Suite Sync Settings Page

Dashboard Information Notification Products Access Directory Sync Users

Sync Type

41
o Send automated welcome

Configure messages and notification settings
Client: ABC Worldwide
Prior to enabling G-suite directory Sync. Be

o Enable
42

o Customize welcome message

Customize message

Dark Web Training Reports Phishing

43

+] Welcome Message ) Welcome Back Message

o Defer sending of welcome message
‘Welcome message How many hours?

Hours - 1 =

45 [ .

Before link text

Normal Sans Serif % B I US 2

pasting the URL into your browser.
After link text

Normal Sans Serif  * B I

I

S ”

test123 2/5

@ EE K X

Welcome to our brand-new Awesome Cybersecurity Awareness Program! We have all seen the news about the latest, most destructive data breaches. We've
decided it's time to take proactive steps in ensuring you have the know-how to defend not only yourself from these threats but our business as well. We are
rolling out engaging Security Awareness Training to help us reach our goals. The first step is to set your password in the portal by clicking the button below or

== Ox, X OA K @ HE

Our cybersecurity culture depends on all of us to work together. We ask that you take the time to complete the initial registration and take the security awareness
training course. This can be completed in 45 minutes and can be stopped and started at any time. If you have any questions, please contact our support center.

AE S BE

45

[7] Save Draft

Cancel ~ Publish

Welcome Message: Email sent to new users added to the platform
Welcome Back Message: Email sent to reactivated users

40. You can configure how these welcome
messages are sent to users during the sync.
41. “Send automated welcome” will send
the welcome message to newly added
employees during the sync.

42. “Customize welcome message” will
enable welcome messages to be customized.
Without this option checked, the standard
messages will be sent based off the Global
Messages in the Partner Profile.

43. Clicking “Welcome Message” or
“Welcome Back Message” will allow you to
adjust the message.

44, Messages can be deferred for a period of
hours or days.

45. The text within the message can be
adjusted and a test message can be sent to

preview.
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G-Suite Directory Sync Setup

Our G-Suite Directory Synchronization feature allows you to manage users inside the PIl/PHI Protect portal with ease. Add, Modify,

or Deactivate users as soon as they’re in your client’s system so they can get up to speed on cybersecurity, without a hitch.

Configuring Application Authentication — G-Suite Sync Settings Page

Dashboard Information Notification

Sync Type

Products Access Directory Sync Users Dark Web Training Reports Phishing

o Enable

o Send automated welcome

o Customize welcome message +] Welcome Message ) Welcome Back Message

Configure messages and notification settings

Client: ABC Worldwide

Prior to enabling G-suite directory Sync. Be sure that you have added the users in the portal to either the BSN-Managers group.

Ex: mail@mail.com

46

Upload G-suite configuration file

G} Attachment
Drag & Drop your files or Browse

47

* Only json files will be accepted

48

Important: Once G-Suite Directory is activated; you will not be able to add

users to the portal outside of this method. Our portal will sync once every

hour, which may cause a delay for your users to be updated.

46. Input your G-Suite Admin Email
Address

47. Click the “Choose File” button and
select the JSON file that was downloaded
on page 28.

48. Click “ Save ” to save your changes
and finalize G-Suite synchronization for
this client! Repeat steps 1 — 50 for each
client!
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Bulk User Management via CSV

Managing users in bulk with our CSV template has never been easier. In just a few clicks, users can get onboarded into your client’s

PIl/PHI Protect portal and start working towards cybersecurity awareness in minutes.

Configuration in the PIl Protect Portal

P

‘ Your Logo H;ro
Search = Add Filter

Wendy Smallfoot r\
Edit prafile Name Branding Consulting Insurance RA Users Breaches ESS Active New Ul
ABC Worldwide
A o
7 L L Product: Unlimited Cybersecurity Training 0 @ X
= Charitable Electronics
Zl My Company 0 X
- Product: Unlimited Cybersecurity Training @
= Manage Clients Dunder Mifflin Infinity 0 @ X
Product: Unlimited Cybersecurity Training
@ X

‘i. Partner Profile Hermey's Dentistry 0
Product: Unlimited Cybersecurity Training

1. Login as a Partner Administrator to the PlI-Protect portal here. Once logged in select “Manage Clients” to access

your client list (above). 3
2 ) Se | e Ct th e Cl |e nt yo U wa nt to Sy NC W |t h Infor|n2\0|1 Notification Products  Access Directory Sync  |Users Dark Web  Training Reports Phishing

Azure Active Directory. SmeTipe :

3. Select the “Directory Sync” tab and use
o Send automated welcome a Customize welcome message
the Sync Type drop-down selector to select

“Google G-Suite”.

4. Click “Download CSV Template” to
download the current list of users inside
the portal you’d like to modify. If you are
uploading new users to the portal, a blank

template will download.
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https://portal.pii-protect.com/#/login
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Bulk User Management via CSV

Managing users in bulk with our CSV template has never been easier. In just a few clicks, users can get onboarded into your client’s

PIl/PHI Protect portal and start working towards cybersecurity awareness in minutes.

Configuring Messaging & Notification Settings — CSV Bulk Upload Settings Page

Information Motification Products

Sync Type
CSV Bulk Upload

o Send automated welcome

Access Directory Sync Users Dark Web Training Reports Phishing

4, Download CSV Template

8 9

c, Customize welcome message +] Welcome Message ) Welcome Back Message
X

Customize message

0 Defer sending of welcome message

‘Welcome message How many hours?
Hours 1 1 1 [> Send Test

Before link text

Normal ¢ SansSeif ¥+ B I U S 39 o == X XX A K % H

Welcome to our brand-new Awesome Cybersecurity Awareness Program! We have all seen the news about the latest, most destructive data breaches. We've
decided it's time to take proactive steps in ensuring you have the know-how to defend not only yourself from these threats but our business as well. We are
rolling out engaging Security Awareness Training to help us reach our goals. The first step is to set your password in the portal by clicking the button below or
pasting the URL into your browser.

After link text 1 1

Normal & SansSerif ¢ B I s " e EE X X AE 9 &

I

Our cybersecurity culture depends on all of us to work together. We ask that you take the time to complete the initial registration and take the security awareness
training course. This can be completed in 45 minutes and can be stopped and started at any time. If you have any questions, please contact our support center.
test123 2/5

[7] Save Draft Cancel ~ Publish

Welcome Message: Email sent to new users added to the platform
Welcome Back Message: Email sent to reactivated users

6. You can configure how these welcome
messages are sent to users during the sync.

7. “Send automated welcome” will send the
welcome message to newly added employees
during the sync.

8. “Customize welcome message” will enable
welcome messages to be customized.
Without this option checked, the standard
messages will be sent based off the Global
Messages in the Partner Profile.

9. Clicking “Welcome Message” or “Welcome
Back Message” will allow you to adjust the
message.

10. Messages can be deferred for a period of
hours or days.

11. The text within the message can be
adjusted and a test message can be sent to

preview.
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Bulk User Management via CSV

Managing users in bulk with our CSV template has never been easier. In just a few clicks, users can get onboarded into your client’s

PIl/PHI Protect portal and start working towards cybersecurity awareness in minutes.

CSV Template Modification & Uploading

sample - Excel

A\ Allison Kastel

[v]

File Home Insert Draw Page Layout Formulas Data Review View Help £ search ¥t Share {7 Comments @
fﬁ X Calibri - = % [l Conditional Formatting ~ = ’
Paste EB T B I u A A Alignment | Number @ Format as Table ~ Cells Editing |deas
<~ o= - A fZ Cell Styles -
Clipboard P Font P Styles Ideas
F17 | Fx
A | B | ¢ | D | E F .6 | H 1 3 | K
-
5 <C 1 |userlD (firstName lastName jemail phoneMumber phoneMumbergxt cellNumber managers transaction tag
L 2 2 |07TQ30T7QEmployee 1 |Last Name |employeel @domain.com A Finance
- E 3 |0TQ30TU Employee 2 |Last Name employee2@domain.com A Sales
:Manager ame manager. omain.com X ales
o o 4 |0TQ30TY-Managerl LastN 1@d i M Sal
= 6' 5 |0TQ30Tc= Employee 3 |Last Name employee3@domain.com D Sales
8 O 6 |0TQ30Tg:Employee 4 Last Name employeed@domain.com A Marketing
7

Required Fields

Transaction column key: This column prompts the system to take one of the

following actions when importing your user file into the system and is used

to manage access to the system. This field MUST be completed for each user

in this file or else you will receive an error.
A - Add or reactivate user (user will be notified)
D - Deactivate user (user will not be notified)
M - Modify user information (default for existing users)

12. Modify the required fields as needed.
Note: Do NOT modify header names or
column A or your upload will fail.
Required Fields:
e firstName
e lastName
e email
* transaction
Optional Fields:
* managers

- Place an "X" in this column to
assign manager access to this user. Leave
this column blank for employees.
e phoneNumber & phoneNumberExt

Tag
- Use tags to send filtered phishing

emails and have access to more detailed

reporting based on department.
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Bulk User Management via CSV

Managing users in bulk with our CSV template has never been easier. In just a few clicks, users can get onboarded into your client’s
PIl/PHI Protect portal and start working towards cybersecurity awareness in minutes.

CSV Template Modification & Uploading

_ 13. Once youir file is formatted correctly,
Hermey's Dentistry TS

saved locally, and ready for import,

Dashboard Information Notification Products Access Directory Sync Users Dark Web Training Reports Phishing

navigate back to your Bulk Manage Users

CSV Bulk Upload y page (refer to pages 39— 41) for the client

. . . 7, o1 _ s
() Send automated welcome () Customize welcome message you WISh to edlt and ClICk the Choose Flle
button. Select the file you would like to

Upload and files
| |13 upload and hit “Open”.
Attachment
| Dreg&Dropyourfiesor rowse 14. Click “Save” to upload the file and
* Only .csv files will be accepted . .
- 14 begin processing.

() Helpful hints for ensuring upload success v

Congratulations! You’ve successfully
uploaded a file to modify the users for that
client! If you receive any errors or have any
questions, reach out to us at

IMPORTANT: Please note that user uploads are processed every 15 minutes,

so there may be a delay for your changes to show. support@telesystem.us
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Questions? Comments? Want a 1-on-1 onboarding
with our Support team?

Email: support@telesystem.us
Phone: (888) 808 — 6111






