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Resources

https://www.breachsecurenow.com/wp-content/uploads/2020/04/Breach-Secure-Now-Program-Overview.pdf
https://www.breachsecurenow.com/wp-content/uploads/2021/02/User-Management-Partner-Guide-Ver.2021.02.12.pdf
https://www.breachsecurenow.com/wp-content/uploads/2020/07/Catch-Phish-Partner-FAQ_pdf.pdf
https://www.canva.com/design/DAEBcaJFnP4/LSzoSc7bHOwbx--pFORYdA/view?utm_content=DAEBcaJFnP4&utm_campaign=designshare&utm_medium=link&utm_source=sharebutton&mode=preview
https://www.breachsecurenow.com/wp-content/uploads/2019/10/Catch-Phish-Partner-Guide-Microsoft-Deployment-Video.mp4
https://www.breachsecurenow.com/wp-content/uploads/2019/10/Catch-Phish-Go-to-Market-Kit.pdf
https://www.breachsecurenow.com/wp-content/uploads/2021/02/Simulated-Phishing-Partner-Guide-Ver.2021.02.12.pdf
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What is the Catch Phish Outlook Plug-In?
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• Problem: Old-school phishing education simply 
tests a user’s ability to identify a phishing email. 
There are two outcomes: either they identify it, or 
fall for it, but the simulation doesn’t actually teach 
users about what makes these emails phishy. 

• Our solution: With the click of a button, employees 
can leverage machine learning and artificial 
intelligence to highlight sender, link, attachment, 
and message red flags in phishing simulations AND 
real, live emails that hit their inbox.
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• Problem: Employees struggle to keep up with 
their ongoing security program. Whether they’re 
too busy to log into the portal to take the 
training or forget their password and don’t want 
to bother changing it – employees aren’t doing 
their part.

• Our solution: With in-email access to the weekly 
training videos and quizzes, they never have to 
leave their inbox to stay up-to-date on the latest 
security trends ever again.

Our Catch Phish Outlook Plug-In has two main 
functionalities: Email Analysis and Security Training.
• Email Analysis: Users can click this button in their 

toolbar to leverage machine learning and artificial 
intelligence to confidently verify the legitimacy of any 
email that hits their inbox. 

• Security Training: Users can access the weekly Micro 
Training videos and quizzes, re-watch any previous 
videos, or complete their Annual Trainings and quiz 
with the click of this button in their toolbar!

1. Education Corner. The Learning Pyramid. https://www.educationcorner.com/the-learning-pyramid.html

Advanced email analysis and access to security training with the click of a button
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Feature Breakdown of the Catch Phish Outlook Plug-In
Instant access to tools that provide in-email education and support
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Catch Phish Email Analysis
• If a user clicks the “Email Analysis” 

button on a phishing simulation 
email, they will be positively 
rewarded with confetti and can 
receive credit back on their ESS if 
they’ve previously failed a phishing 
simulation.

• If a user clicks the “Email Analysis” 
button on an email that is NOT a 
simulation, the screen will warn 
them that this is not a simulation 
(see left screen). 

• Users can click the “Next” button to 
use machine learning and artificial 
intelligence to identify flagged 
elements such as sender details, 
links, language, and attachments, 
and get insight into the validity of 
the email.

Catch Phish Security Training
• If a user clicks the “Security 

Training” button, the screen on the 
right will appear, giving them access 
to all the Micro Training videos 
available for them to watch! That’s 
right, users can access their ongoing 
training videos without logging into 
the portal and, without even 
leaving Outlook! 

• Users can watch the Micro Training 
videos, take the quizzes, or re-
watch any previously taken Micro-
Training videos!

• NEW – The Annual Training classes 
are now available via the Catch 
Phish interface. Users can watch the 
full class and take the 
corresponding quiz.
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Feature Breakdown of the Catch Phish Outlook Plug-In

1. The “information” icon provides a disclaimer and helpful hints on how to use the 
Email Analysis feature

2. Initial analysis based on the SLAM method: Sender, Links, Attachments, Message
3. Expand each section to view flagged elements along with a training video on the topic
4. Further clicking on the flagged element will identify where the element was 

discovered in the email
5. Hover over the flagged element within the email for a detailed description of the 

potential issue

Understanding the “Email Analysis” feature inside Catch Phish
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Catch Phish Analytics & Management – Global Level
Tools for Partner Administrators to analyze and customize their Catch Phish Outlook Plug-In
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Global Catch Phish Configurations
Customize the Catch Phish Email Analysis tool settings for ALL your clients at the Global level. To customize specific settin gs for 
individual clients, see page 8 for steps.
1. Log into the portal with your Partner Administrator credentials, click “Partner Profile” on the left menu
2. Click on the “TMS Configuration” tab
3. Navigate to the Catch Phish Configuration section at the bottom of the page
4. Forward To MSP – provides users with the ability to forward their scanned message to the email account of your choosing
5. Button Text – Choose the desired button language to appear for your users
6. Email notification – provide the email address(es) that you would like this forwarded message to be sent to
7. Save changes when you are finished!
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Catch Phish Analytics & Management – Client Level
Tools for Partner Administrators to analyze and customize their Catch Phish Outlook Plug-In
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Client Level Catch Phish Configurations
Customize the Catch Phish tool for your individual clients. These settings will override settings at the global level for the client .
1. Log into the portal with your Partner Administrator credentials, click “Manage Clients” on the left menu
2. Click on the client you are looking to configure Catch Phish notifications for – Ensure they have the tool implemented first
3. Click on the “Access” tab
4. At the bottom of this section, you will see options for “CatchPhish Configuration”
5. Forward To MSP – provides users with the ability to forward their scanned message to the email account of your choosing
6. Button Text – Choose the desired button language to appear for your users
7. Email notification – provide the email address(es) that you would like this forwarded message to be sent to
8. Save changes when you are finished!
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Configure the email forwarding settings inside the “PSA 
Configuration” screen inside the PII Protect Portal
1. Login as a Partner Administrator to the PII-Protect portal 
2. Select the “Partner Profile” application on the left, then the 

“TMS Configuration” tab to be taken to your PSA and 
notification settings page. 

3. Setup your email forwarding settings for Catch Phish:
• If a PSA integration is setup, emails will be sent to the 

associated queue for “Catch Phish Phishing Reported” 
• If no PSA integration is setup, emails will be sent to the 

email entered under “Email address” section in the 
Catch Phish Configuration section (see page 7).

Need help setting up your PSA integration?
• Download the Autotask PSA setup guide here
• Download the ConnectWise PSA setup guide 

here

Catch Phish Email Forwarding Setup
Forward possible phishing emails to your PSA or desired email address
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https://www.breachsecurenow.com/wp-content/uploads/2019/06/AutoTask-PSA-Integration-Setup-Ver.2019.06.01.pdf
https://www.breachsecurenow.com/wp-content/uploads/2020/04/Connectwise-Integration-Partner-Guide-Ver.2020.04.14.pdf
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Catch Phish Minimum Requirements

CHECK REQUIREMENTS

Catch Phish is available for 
Outlook web, mobile, and API 
version 1.5 and newer. 

Deploying once will enable Catch 
Phish for all included users on all 
eligible applications.

Customer must have a paying 
subscription with our Employee 
Vulnerability Assessment (EVA).

You and your clients must be on Office 365 with Centralized Deployment enabled
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Deploying the Catch Phish Outlook Plug-In

LOGIN TO THE MICROSOFT 
O365 ADMIN CENTER

Navigate to 
Settings  Integrated apps
and click the “Add-In” link at the 
top of the screen

You can also use the following 
URL to navigate directly there 
https://admin.microsoft.com/Ad
minPortal/Home#/Settings/AddIn
s

https://admin.microsoft.com/AdminPortal/Home?ref=/Settings/AddIns
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Deploying the Catch Phish Outlook Plug-In

CONFIGURE THE 
DEPLOYMENT SETTINGS

Click “Deploy Add-in”

Review the overview for 
Centralized Deployment and hit: 
“Next”
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Deploying the Catch Phish Outlook Plug-In

SELECT THE URL OPTION FOR 
THE MANIFEST FILE

Paste the URL for the manifest 
file inside the textbox:

https://catchphish.email/SecureMeManifest.xml

Note: https:// must be in the URL 
even if https:// is already displayed in 
grey on the left-hand side

Then hit “Next” to continue

https://catchphish.email/SecureMeManifest.xml
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Deploying the Catch Phish Outlook Plug-In

SPECIFY ACCESS TO THE 
EMAIL ANALYSIS TOOL 

Configure access to the Catch 
Phish Outlook Plug-In. You can 
choose to deploy to all users, or 
to specific users/groups
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Deploying the Catch Phish Outlook Plug-In

EDIT THE DEPLOYMENT 
METHOD

Edit the deployment settings by 
clicking “View Options”
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Deploying the Catch Phish Outlook Plug-In

EDIT THE DEPLOYMENT 
METHOD

Ensure the “Fixed (default)” 
option is selected. Click the 
“Deploy now” button to deploy 
the Catch Phish Email Analysis 
Tool to all desired users
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Deploying the Catch Phish Outlook Plug-In

REVIEW YOUR DEPLOYMENT 
STATUS

Click the “Next” button after 
reviewing the delay notice
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Deploying the Catch Phish Outlook Plug-In

NAVIGATE TO THE SERVICES & 
ADD-INS DASHBOARD

Confirm the Catch Phish Email 
Analysis Tool is accurate:

 Host Apps: Outlook
 Status: On



Secure Now Confiden al - For use with resellers and customers only and should not be redistributed or disseminated.
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You’ve successfully deployed the Catch Phish Outlook 
Plug-In! Repeat deployment steps for each customer 
you’d like to roll-out this advanced training tool to!

You’re All Set!
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