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Catch Phish Email Analysis Tool
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Catch Phish Email Analysis Tool

Resources

e Security Awareness Training Program Overview e Catch Phish User FAQ

 User Management Partner How-To Guide e Catch Phish Deployment Video
e (Catch Phish Partner FAQ e (Catch Phish Go-to-Market Kit

e (Catch Phish Management FAQ



https://www.breachsecurenow.com/wp-content/uploads/2020/04/Breach-Secure-Now-Program-Overview.pdf
https://www.breachsecurenow.com/wp-content/uploads/2021/02/User-Management-Partner-Guide-Ver.2021.02.12.pdf
https://www.breachsecurenow.com/wp-content/uploads/2020/07/Catch-Phish-Partner-FAQ_pdf.pdf
https://www.canva.com/design/DAEBcaJFnP4/LSzoSc7bHOwbx--pFORYdA/view?utm_content=DAEBcaJFnP4&utm_campaign=designshare&utm_medium=link&utm_source=sharebutton&mode=preview
https://www.breachsecurenow.com/wp-content/uploads/2019/10/Catch-Phish-Partner-Guide-Microsoft-Deployment-Video.mp4
https://www.breachsecurenow.com/wp-content/uploads/2019/10/Catch-Phish-Go-to-Market-Kit.pdf
https://www.breachsecurenow.com/wp-content/uploads/2021/02/Simulated-Phishing-Partner-Guide-Ver.2021.02.12.pdf

Advanced email analysis and access to security training with the click of a button
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SECURITY TRAINING

What is the Catch Phish Outlook Plug-In?

» Problem: Old-school phishing education simply
tests a user’s ability to identify a phishing email.
There are two outcomes: either they identify it, or
fall for it, but the simulation doesn’t actually teach
users about what makes these emails phishy.

« Our solution: With the click of a button, employees
can leverage machine learning and artificial
intelligence to highlight sender, link, attachment,
and message red flags in phishing simulations AND
real, live emails that hit their inbox.

Problem: Employees struggle to keep up with
their ongoing security program. Whether they’re
too busy to log into the portal to take the
training or forget their password and don’t want
to bother changing it — employees aren’t doing
their part.

Our solution: With in-email access to the weekly
training videos and quizzes, they never have to
leave their inbox to stay up-to-date on the latest
security trends ever again.

Your Logo Heru

Way to go! e

“You caught a Phish! This was a phishing
simulation of what a scam could look like if you
were targeted by a cybercriminal”
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Click next to see how the S.L.A.M method can help you
identify potentially dangerous parts of this email.

Our Catch Phish Outlook Plug-In has two main

functionalities: Email Analysis and Security Training.
Email Analysis: Users can click this button in their
toolbar to leverage machine learning and artificial
intelligence to confidently verify the legitimacy of any
email that hits their inbox.
Security Training: Users can access the weekly Micro
Training videos and quizzes, re-watch any previous
videos, or complete their Annual Trainings and quiz
with the click of this button in their toolbar!

1. Education Corner. The Learning Pyramid. https://www.educationcorner.com/the-learning-pyramid.html
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‘ Your Logo Here
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What have you reeled in?

"This is not a phishing simulation. If you are

X (&)

Email Security

unsure of the validity of this email, do not click
on any links or open any attachments”

Catch Phish Email Analysis

button on a phishing simulation
email, they will be positively

rewarded with confetti and can

/
7
f
H

pritt® |

receive credit back on their ESS if

they’ve previously failed a phishing
simulation.

WARNIhG

If a user clicks the “Email Analysis”

button on an email that is NOT a
\ simulation, the screen will warn
Hil them that this is not a simulation
"5 (see left screen).

Users can click the “Next” button to

use machine learning and artificial

intelligence to identify flagged
Click next to see how the §.L.A.M methed can help you

identify potentially dangerous parts of this email.

elements such as sender details,
Mext

links, language, and attachments,

and get insight into the validity of
the email.

 If a user clicks the “Email Analysis”

Analysis Training

Catch Phish

Catch Phish Security Training

« If a user clicks the “Security

Training” button, the screen on the

right will appear, giving them access
to all the Micro Training videos

available for them to watch! That’s
right, users can access their ongoing

training videos without logging into

the portal and, without even
leaving Outlook!

videos, take the quizzes, or re-

watch any previously taken Micro-
Training videos!

« NEW —The Annual Training classes
are now available via the Catch

Phish interface. Users can watch the
full class and take the

corresponding quiz.

—

Users can watch the Micro Training

Feature Breakdown of the Catch Phish Outlook Plug-In

Instant access to tools that provide in-email education and support

Coronavirus Texting
Scams

£ wa

Watch Mow

@ loT Devices

=3 Mon Apr 11 2022

Re-Watch

@ Spear Phishing
B3 na

Watch Mow

Cybersecurity In A
Changing Work
Environment

3 FriJan 07 2022

Re-Watch

% Bitcoin Blackmail

£ wa

Watch Mow

Annual Training

( Annual Training )




Feature Breakdown of the Catch Phish Outlook Plug-In

Address : security@cloud-service-care.com 1
5 I L
sujed Domain Analysis X # f«w-
Intended Use ><2 Qw
To: N
Unresolvable domains detected: A record ) . L ‘We have identified 16 items to be reviewed. Click
This analysis is intended for .
o : ; . ! the S.L.A.M headers to learn more’.
of this domain cannot be fO'L'I.ﬂd__ this may be r open attachments unless you recognize the sender educational pu poses CII'I':-.'_ lUse 2

an untrustworthy source. the analysis key along with your

security training to determine the o
validity of this email. Remember, &1 Sender
Hello Wendy, always use caution when clicking
links or opening attachments

You are receiving this security alert after several unsuccessful attempis were

made to access your account from an unknown device found in emails from unknown
sources

Details

Security Alert #515-1853745

Source Device ID Region Attempt

Unknown Device 00:4F:34:5D:1C Estonia Unsuccessful

Unknown Device 00:4F:34:5D:1C Estonia Unsuccessful

Unknown Device 00:4F:34:5D:1C Estonia Unsuccessful

In compliance with our security protocols, we have blocked access to your
account from the unknown device. As a precaution, we encourage you to
change your password by logging into your account and then changing your
password under your account settings.

Your Account >

Be safe,

Amazon Customer Security

Links

Attachments 0 Alerts

Messages 0 Alerts




Catch Phish Analytics & Management — Global Level

[ CRE— © PHI

‘ Your Logo Here

Email Notifications

Email addresses to receive contact us notifications (separated by semicolon) * Email address to receive directory synchronization errors *

[ |

)

Edit profile

My Dashboard

TMS Configurations

Newsfeed

Manage Clients

c’ Enable TMS System Select TMS Integration

b
v
My Company {3
w
w

1 o Partner Profile

CatchPhish Configuration

b Forward to MSP 4 6

Button text Email addresses to receive email analy:
by semicelon) *
Send to Service Provider - = 7] Download Catch Phish Instructions Here

5

(Separated




Catch Phish Analytics & Management — Client Level

Tools for Partner Administrators to analyze and customize their Catch Phish Outlook Plug-In

| - 3 @ PHI Protect
Dashboard Information Notification Products Access Pirectory Sync Users Policies Documents SRA SRA Report Dark Web Training Reports Phishing >
@ Show all switches
¥ Training
& Employees
) Policies
7 SRA
Track
[ Documen t
¢ Leaderboard
Newsfeed
& Assessment
th CatchPhish Configuration
5
o Forward to MSP 7
-
Send to IT Support - Email addresses to receive email analysis (Separat.. 8
6

Client Level Catch Phish Configurations
Customize the Catch Phish tool for your individual clients. These settings will override settings at the global level for the client.

1. Log into the portal with your Partner Administrator credentials, click “Manage Clients” on the left menu

2. Click on the client you are looking to configure Catch Phish notifications for — Ensure they have the tool implemented first
3. Click on the “Access” tab

4. At the bottom of this section, you will see options for “CatchPhish Configuration”

Forward To MSP — provides users with the ability to forward their scanned message to the email account of your choosing

=

6. Button Text — Choose the desired button language to appear for your users
7. Email notification — provide the email address(es) that you would like this forwarded message to be sent to

8. Save changes when you are finished!



Catch Phish Email Forwarding Setup

Forward possible phishing emails to your PSA or desired email address

e e "o oo oo e oo ©
Information Custom Profile TMS Configuration Pysh Notifications
Your Logo Here
oo 2
Email Notifications
Email address to receive directory synchronization errors Need help Setﬁng up your PSA integration?
Email addresses to receive contact us notifications (separated by semicolon... )
s « Download the Autotask PSA setup guide here
o % « Download the ConnectWise PSA setup guide
@ Newsfeed o7 M
[l My company 7 TMS Configurations
= e , Select TMS Integration
o Manage Clients {7 @ evable us system connectwise
L, Partner Profile Yy I
Configure the email forwarding settings inside the “PSA
Configuration” screen inside the PIl Protect Portal Enable Service Name Association Email
1.  Login as a Partner Administrator to the Pll-Protect portal
2. Select the ”Partner PrOﬁle” applicat‘ion on the |eﬂ, then the O Dark Web Monitoring - Large Breach Notice gelectAssociated
ueue
“TMS Configuration” tab to be taken to your PSA and 3
not—iﬁcation Setti ngs page' Catch Phish Phishing Reported gtlejlglj:éAssociated'
3. Setup your email forwarding settings for Catch Phish:
. . . . . O Dark Web B h R 1 Select A iated ]
« If a PSA integration is setup, emails will be sent to the s e Queve
associated queue for “Catch Phish Phishing Reported”
. . . . . O Dark Web Monthly Report Select Associated
« If no PSA integration is setup, emails will be sent to the Queve
email entered under “Email address” section in the S

Catch Phish Configuration section (see page 7).


https://www.breachsecurenow.com/wp-content/uploads/2019/06/AutoTask-PSA-Integration-Setup-Ver.2019.06.01.pdf
https://www.breachsecurenow.com/wp-content/uploads/2020/04/Connectwise-Integration-Partner-Guide-Ver.2020.04.14.pdf

Catch Phish Minimum Requirements

Outlook client support

Add-ins are supported in Outlook on the following platforms.

Platform Major Office/Outlook version Supported APl requirement sets
CHECK REQUIREMENTS m
time purchas
e-time purchase ume-licens

time purchase

curren
subscription)
rosoft 365 subscription)

time purchase

e-time purchase

Web browser

ion, Outlook.com
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Deploying the Catch Phish Outlook Plug-In

LOGIN TO THE MICROSOFT
0365 ADMIN CENTER

Navigate to
Settings = Integrated apps
and click the “Add-In" link at the

top of the screen

You can also use the following
URL to navigate directly there
https://admin.microsoft.com/Ad
minPortal/Home#/Settings/AddIn

S

331 Microsoft 365 admin center

Home

Users

il B

Groups

o°

Roles
Resources
Billing

Support

@ o [0 @

Settings
Domains
Microsoft Search

Org settings

| Integrated apps ‘_—-

Partner relationships
2 Setup

k= Reports

@ Health

Integrated apps

Discover, purchase, acquire, manage, and deploy Microsoft 365 Apps developed by Microsoft partners.
Line-of-business apps developed within your organization are not displayed here. To manage these apps, go to the respective admin ¢
Add-ins

\

B Get apps O Refresh - 1i

Name Host products Status Tes

Calendly makes scheduling super easy!
D y o S - Web apps @ More apps available No
Scheduling automation you and your invitees will actually enjoy!


https://admin.microsoft.com/AdminPortal/Home?ref=/Settings/AddIns

Deploying the Catch Phish Outlook Plug-In

CONFIGURE THE
DEPLOYMENT SETTINGS Deploy Add-In

Centralized Deployment

L
«“” D e p I oy Ad d _I n ” The Centralized Deployment service lets you deploy Office Web Add-Ins =i to users of Excel, Outlook,

PowerPoint and Word.

Learn more about the requirements for Centralized Deployment . .

Add-ins deployed from the Store will automatically receive updates as the providers continuously improve their
service. If an add-in update significantly increases the scope of data access, you must re-approve it before the
update is deployed.

Do not show this introduction again.

[ e
“Next”

Need help? back



Deploying the Catch Phish Outlook Plug-In

SELECT THE URLOPTION FOR  ®
THE MANIFEST FILE

Centralized Deployment

I want to add an Add-In from the Office Store.

1 have the manifest file (.xml) on this device.

©  1have a URL for the manifest file.

| “ttps://autlook-prod.pil-protect.com/Manifests/SecureMeManifest xm“

Type a valid URL (example: http://www.example.com)

https://catchphish.email/SecureMeManifest.xml

{4 N ext" 7 @ Need help?



https://catchphish.email/SecureMeManifest.xml

Deploying the Catch Phish Outlook Plug-In

SPECIFY ACCESS TO THE
EMAIL ANALYSIS TOOL Cateh Phish

Specify who has access

Everyone

©  Spedific users/groups

Search users or groups to add or remove.

Search users or groups to add or remove. e

Users must be assigned individually or as part of top-level groups. Nested groups = are not supported.

Just me

Users will not be able to remove the add-in once it is deployed (View options)

After you choose to 'Deploy now!, the add-in wil be available on assigned users' ribbons within 12 hours.

Deploy now Cancel

Need help? back



Deploying the Catch Phish Outlook Plug-In

EDIT THE DEPLOYMENT “ 0 o

Specify who has access

©  Everyone
“V i ew O pti O n S" Specific users/groups
Just me
t be oV once it yed ( )
yo ioose | be avz on Sef




Deploying the Catch Phish Outlook Plug-In

EDIT THE DEPLOYMENT
IVI ETHOD Catch Phish

llFixed (dEfaUIt)" Specify who has access
© Everyone

Specific users/groups

Just me

“ De p I Oy n OW” Edit deployment method

© Fixed (default)
The add-in will be automatically deployed to the assigned users and they will not be able to remove
it from their ribbon.
Available
The add-in will not be deployed, but will be available for assigned users to install even when
general user access to the Store is disabled. Users may install this add-in by clicking the Get More
add-ins button on the home ribbon in Qutiook.

Optional
The add-in will be automatically deployed to the assigned users but they can choose to remaove it
from their ribbon.

After you choose to 'Deploy now', the add-in will be available on assigned users' ribbons within 12 hours.



Deploying the Catch Phish Outlook Plug-In

REVIEW YOUR DEPLOYMENT

STAT U S Catch Phish
o o

Deployment Status

“Next”

& Your add-in has been deployed. Users may need to relaunch Office to see the add-in
icon appear on the ribbon of app.

Test the deployment of the add-in
Within 12 hours, your add-in will be available.

You can find the full list of admin deployed add-ins after 12 hours by launching Outlook and navigating to
the Home tab > Get Add-ins > Admin-managed .
Learn about testing deployments

Were these steps helpful? O O

@ Need help? edback



Deploying the Catch Phish Outl

NAVIGATE TO THE SERVICES &

ADD-INS DASHBOARD

Outlook
On

Home

Users

Groups

Resources

Billing

Support

Settings

Services & add-ins

Security & privacy

Organization profile

Partner relationships

Setup

Reports

Health

Admin centers

Home > Services & add-ins

ook Plug-In

+ Deploy Add-In view [ All

:] Search |Search for add-ins and services

Name

£

calendars with external users

Catch Phish
Catch Phish

; Cortana

Turn Cortana a

’N/ Directory Synchronization

Sync users to the cloud using A

ve Directory

b Dynamics 365 Al for Sales - Analytics

Manage and update your Dynamic:

D Dynamics 365 Al for Sales - Connection Graph

Manage and update your Dynamics

G End User Communications
Let

ple in your organizatio

n; Integrated Apps

ur Integrated Apps settings

Mail

Set up auditing, track messages, and protect email from

{

Microsoft Forms

Manage and update your Microsoft Forms settings

Microsoft Graph data connect preview

Manage and update your Microso

Q

Graph data co

Microsoft Planner

Manage and update your Micros:

pery

r entire organization

oft about training and new feat

Host Apps

Outlook

AL fol s - Connection Graph settings

spam and malware

Status

Try the preview

Need help? back



Plug-In! Repeat deployment steps for each customer
you’d like to roll-out this advanced training tool to!

f!elesystem
IT’s About Trust

www.TrustTelesystem.com





